PhyPlusKit user guide

for PRBMDOx




Introduction

PRBMDOx module is cored with PhyPlus Bluetooth chip, and
PHYPlus Kit is a multi-purpose software for PhyPlus chip, including
firmware programming, and RF testing. This document is base on
PhyPlus Kit user guide in Chinese from PhyPlus, and modified for
PRBMDOx module. If there is any variance between PhyPlus Kit user
guide and this document, please refer to hyPlus Kit user guide.

More information and related documents are located at our web
site: www.k-sol.com.hk .
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1. Functional parts introduction

1.1. Functional parts

This software consists of four functional parts, the Main Function area, the serial port setting
area, the log display area and the serial port information area. In addition, the software supports
the command line mode, in the command line mode, you can directly execute some commands
by adding relevant parameters to call. See Sections 2.6 and 3.6 for a description of the command-
line mode.

= Doar s UART
et [ Setting
Part

Main
Function ’
Part : Log Part

UART T S — T =

Info r vex s et |

Part

(1) Main Function area consists 4 parts: Flash_Writer ~ RF_CMD * RF_QuickSet.
Flash_Writer: program image document ;

[ J
e RF_CMD: send out HCI protocol command ;
e  RF_QuickSet: send out pre-set test comand.

(2) UART Setting part: set UART configuration and connection ;
(3) LOG part: display and print out user operation and communication;
(4) UART Info part: Real time display UART configuration.
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1.2. Functional part description

1.2.1. Main Function part

Tab select —

Main window —

User can switch function by clicking different tab select.

[B PhyPlusk

it

File_Edit Settings Help

Flash_Writer

RF_CMD

RF_QuickSet

Config

TYPE

Erase Size (512k ~ Address Erase  Write

PATH

PATH

Timeout 4000 Save  Clear

SIZE FLAADDR RUNADDR *

SIZE  ADDRESS VALUE

[IHex | Send  (ClearBuf

1.2.2. UART configuration

Hide UART setting

[C] UART Setting

Show UART setting

UART Setting

Port ~ Baud Rate 1000000 v Stop Bits 1

~ Parity No

Connect  AutoCheck Update

In the UART port setting area, the setting parameters can be hidden or displayed, and the
connection/disconnection operation can be performed.

e  Serial connection with arbitrary baud rate, stop bit and parity bit ;

® |t can automatically detect the communication baud rate set by the lower computer ;

® The baud rate can be changed to match with the device it is connected ;
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1.2.3. Log Display

Log

Log Display —

Log Control ——— | [ TimeTic Mode Ascut - Save Clear

Log Display: Print out user operation andUART port communication;
Log Control: You can enable parsing support for different RX content, as well as
timestamps, or directly save log content to any location;

1.2.4. UART info part

Not Connect UART

UART INFO: Not Connected V1.20

Connect UART

UART INFO: Port: COM4, Baudrate: 250000, StopBits: 1, Parity: No Parity V120

UART setting information and the current version number are displayed.
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2. Feature description

2.1. UART connection and setting

(& PhyPluskit
File Edit Settings Help

Flash_Writer ~ RF_CMD

Config

Image

TYPE

1
2
3
4
5
6
7
8
9

Command:

UART INFO: Not Connected

- X
RF_QuickSet UART Setting
/ Timeout 4000 save | Clear Port COM4 - Baud Rate (1000000 ¥ Stop Bits 1 - Parity No - Connect AutoCheck = Update
Erase Size 512k ~ Address Erase  Write
Log
PATH SIZE FLAADDR RUNADDR Description:uss serial Device

n:JLink COC UART Port
SEGGER

PATH SIZE  ADDRESS VALUE

[ TimeTick Mode ASCI - Save Log Clear

[JHEX Send (ClearBuf
UART Debug

v221

e  Click the Port drop-down box to get all available serial port names and output the
information of the available serial ports in the Log;
Able to set baud rate, stop bit and parity bit;
Click the Connect button to connect the selected serial port according to the custom
settings, and display the current serial port setting parameter information in UART

Info;

e  Click the AutoCheck button to automatically send commands to detect the
communication baud rate of the lower computer;

e  (Click the Update button to send the baud rate modification command to the lower
computer, and modify the software communication baud rate at the same time
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2.2. Flash Programming

B PhyPluskit - o X
Flash Writer _RF CMD __RF QuickSet [ UART setting
o
COntl’O| Part > Erase Size 512k -/ Address Erase  Write
e Szt FAADDR RUNADDR

;
2
s
.
s
.
7

Table Part _— .
X

e sz sooress  vawe
.
2
s
.
s
.
7
.
s .
[ TimeTick  Mode ASCI - Save Log Clear
o,
Command Part amenand 0 vex (o) it
UART NP ot Comnecied w2

1. Table (Table Part)

(1)image / HEX table
HEX: (Recommend to program with HEX file)

Flash_Writer ~ RF_CMD  RF_QuickSet

Config v Timeout 4000 Save Clear
Erase Size |512k v| Address Erase  Write
/MG \/ HEX \
HORS FLA_ADDR 10000
Config
TYPE PATH SIZE  ADDRESS VALUE A
1
2
3
4
5
3
7
8
9
10 .
Command: [J HEX = Send  ClearBuf

UART INFO: Not Connected

e Double-click the area to select the Hex file in the input box, the data in the HEX
will be automatically analysed, and the Flash Address to be programmed will be
automatically generated according to the starting Start Flash Address set by the

user;

Start Flash Address can be set up at:Settings -> Configuration -> Flash Writer.
The Run Address of the main program must exist in the Hex file, the default is

0x1FFF4000, the user can set it in Settings -> Configuration -> Flash Writer ;

Image:
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Flash_Writer ~ RF_CMD  RF_QuickSet
Config Timeout 4000 Save Clear

Erase Size 512k v Address Erase Write

TIMG \/ HEX
TYPE PATH SIZE FLA_ADDR RUN_ADDR ~
1
2
3
4
5
6
7
8
9
10
Config
TYPE PATH SIZE  ADDRESS VALUE
1
2
3
4
5
6
7
8
9
10
Command: [JHEX = Send ClearBuf

e Inthe Image, you can double-click the cell in the PATH column of the current row
to add the bin file to be programmed. ;
e  Fillinthe FLA_ADDR, RUN_ADDR to be programmed in the corresponding line

(2) config table
e In Config area, click the drop-down box corresponding to the TYPE column of the
current row to select AT or MT mode. The corresponding functions are as follows:

Type Feature Programmable row

AT Read from the file to write the PATH. SIZE. ADDRESS
value of the FLASH register ! !

MT Read the value of the register ADDRESS, VALUE
to be written from cell VALUE !

e [f the AT automatic mode is selected, double-click the corresponding PATH cell to
select the file storing the register value. Fill in the register start address in the
ADDRESS cell.

If the MT manual mode is selected, fill in the starting address of the register to be
written in the ADDRESS cell, and fill in the VALUE cell, the value to be written to
the corresponding register.

The starting address of the register write value is the address filled in by ADDRESS.
If the file has multiple lines of register values, the corresponding starting address is

+4 successively, and the value of 4bytes is written each time.

Note: Right-click in the table to clear the row content, or clear the entire table content
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[ PhyPluskit - X
File Edit Settings Help

Flash Writer  RE.CMD  RF_QuickSet [ UART Setting

Config

Image

1
2
3

© @ 4 o o &

J Timeout 4000 | save [ Clear

Erase Size 512k ] Address Erase  Write

TveE PATH SZE  FLAADDR RUNADDR ~
Mo -|C/Users/Ding/D bi AAS 10000 20000
Mo - C/Users/Ding/D 1bin  aag

Clear Row Tool/PhyP:

Clear All

Tool/PhyP

Config

© ® 4 o 0 s woN o

TYPE PATH SIZE  ADDRESS VALUE

[ TimeTick ~ Mode ASCI - Save Log Clear

Command: | ~ [JHEx = Send ClearBuf

UART Debug

UART INFO: Not Connected V221

Control Part

Before writing the bin file, you need to erase it first; you can click the Erase button
to erase it; after erasing is successful, "erase #ok" will be output in the log;

After the erasing is successful, the programming operation can be performed. Click
the Write button to program the currently selected bin file to the corresponding
address; the default interactive waiting time is 4000ms, and the user can modify
the waiting time in Timeout according to the usage;

The current bin file configuration information and Timeout settings can be saved;
enter the file name to be saved in config, and click the Save button to save the
current settings;

You can see the previously saved configuration information in the config drop-
down list; select it to load.

Click Clear to clear the current table content;

Command Part

Any command can be sent in Command, click Send to send the command;

The ClearBuf button is used to clear the interactive buffer. When there is an error in
the serial port reception, the buffer can be cleared and the command can be sent
or programmed again;

In the Command drop-down list, the last command sent will be saved.
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2.3. RF Command

PhyPluskit - o X
File Edit Settings Help
Flash Writer __RF_CMD __RF QuickSet [ UART setting
Protocol Select  — HCI_COMMEND_EVENT_4.2.csv - EditFile
Log

v [Command]
LE Add Device To White List Command
LE Clear White List Command
LE Read Buffer Size Command
LE Read Local Supported Features Command
LE Read Supported States Command
LE Read White Lst Size Command
LE Remove Device From White List Command
LE Set Event Mask Command
LE Test End Command
Read BD ADDR Command

1 2 3
' opCode 2 0:1c
Command Set —
LE Feature Requirements: Mandatory
o 7
[ TimeTick  Made ASCI - SaveLog Clear
Command Send ——— uart 01 201€ 00 [ Autoparsing__Send __Clear RX BUF
UART Debug
[UART INFO: Not Connected V221

1. Protocol Select
® Inthe drop-down list, different versions of the protocol can be selected to load

2. Command Set
e  Select the type of command (Command, Event, etc.) to be sent in the tree list
above; and the specific command;
® Inthe middle table, the command field can be configured;
o The lower part display the details

3. Command Send
e  After configuring the parameters in the command settings, you can see the
combined command content in Command Send, click Send to send the command;

o Inthe Command input box, you can enter custom command content; the
command format is as follows:

Command Feature

uarta, “abcd”

(abcd can be arbitrary ASCII character) send ASCII commands;

uarth, 01 02

(01 02 can be arbitrary Hex code) Send HEX command;

uartf, 01 0C6C Send auto-combined commands;
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2.4. RF_QuickSet quick command

Command Response Rsst

Command Set — Length . ) (He)

Flash_Writer ~ RF_CMD  RF_QuickSet [[] UART Setting

RF Setting
Log
PHY BLEIM -  Mode TX_BURST TEST -

RF_CHN ] 12/2426MHz

KT ] (HEX)
XTAL_CaP ] 10| (HEX)
TX_Power ] (HEX)
TX_TPCAL (HEX)
TPCAL_MANU []

Start End

RESPONSE
™ RX

COUNT
FOFF
TPCAL

CARR_SENS

[ TimeTic Mode ASCll - Save Clear

JUART INFO: Not Connected _ — V224d

1. Command Set

In RF Setting, you can select the corresponding PHY hardware device mode (BLE
1M, BLE 2M, BLE 500K, BLE 125K, ZigBee), and the corresponding command mode:
TX (BURST_TEST, Single Tone, Modulation), RX (BURST_TEST, AUTO) ), set the
command parameters Frequency, Length, PKT, TX_Power, TX_TPCAL (calibration
value);

Click the Start button to send corresponding commands in sequence;

Click the End button to get the corresponding corresponding results TX (TPCAL), RX
(COUNT, FOFF, RSSI, CARR_SENS);

Note :

In BLE mode, Frequency is 2402 ~ 2482MHz, step 2MHz, divided into 0 ~ 40
channels; In ZigBee mode, Frequency is 2405 ~ 2485MHz, step 5MHz, divided into
0~ 16 channels;
The default TPCAL is obtained automatically. If you want to manually modify the
TPCAL value, you can check the TPCAL_MANU selection box to modify the
TX_TPCAL value;

2. Command Response

In RESPONSE, the result obtained by the command can be displayed;
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2.5. Multi_FlashWriter multi-UART programming

Config Control

Image Settings

Port Settings

7 - o x|

Flash Writer RF CMD __RF QuickSet  Multi FW [] UART Setting

Config Timeout 4000 Save  Clear

Erase Size 512k - Address Erase  Write

Image

MO - FLA_ADDR

Port
Baud Rate 115200 - Stop Bits 1 Parity [No Multi-Connect

PORT ADDRESS VALUE ADDRESS VALUE
ALL

N o wm s wN -

[ TimeTic Mode ASCIl - Save Clear

JUART INFO: Not Connected V2.2.5a(beta)

1. Config Control

Here you can select and load the saved related configuration files, the file content
includes (timeout value interacting with the chip, HEX file path to be programmed,
UART PORT parameters, Flash value to be written).

Here you can configure the size of the Flash to be erased, and the corresponding
address of the Flash to be erased (the default is 512K, which erases all the Flash
content).

Save button to save configuration, clear to clear table content, Erase to erase Flash,
write to program Flash.

2. Image Settings

Double-click to select the Hex file in the input box, the data in the HEX will be
automatically analyzed, and the Flash Address to be programmed will be
automatically generated according to the starting Start Flash Address set by the
user;

The starting Start Flash Address can be set in Settings -> Configuration -> Flash
Writer.

The Run Address of the main program must exist in the Hex file, the default is
O0x1FFF4000, the user can set it in Settings -> Configuration -> Flash Writer;

3.  Port Settings

10

Configure the PORT connection here, select the appropriate baud rate, stop bit,
parity bit, and select the PORT port to be connected in the drop-down box in the
table;

The flash address programming of the corresponding row of ALL in the table will
take effect on the PORT selected in each row below.

The flash address programming of the corresponding row of each PORT is valid
only for the current row (PORT);

After setting the PORT connection information, click Multi-Connect to connect
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2.6. Flash_Writer HEX Merge

Flash_Writer RF_CMD RF_QuickSet Multi_FW
Config | hexf_light1 ~| Timeout 4000 Save Clear
Erase Size [512k | Address | Erase Write Dual Has FCT  ~
Single Has FCT
D e
/MG \/ HEX \/ HEX Merge \ Dual Has FCT \
Dual No FCT
A BOOT ~ yPIusKit/Win32/Re|ease/ota_dua[bank_fct.hexl Dual Has FCT ~ HexF No OTA
B larp__ -1 /Gurmool/PhyPluskit/Win32/Release/light1.hex]| | ENCLIV ~| Encrypt
RES ~ UITool/PhyPlusKit/Win32/Release/bin/100k.bin FLA R (50000 |
A I e i I _XQ\_»E ENC_IV ~
C - v FLA_ADDR ENC_IV
- - FLA_ADDR CHIP_ID
CHipID/IV

PID[16] PHY6202AAQB20200 LID[10] EP5231.77@ TID[14] 20180821182017 CheckID

MID[16] J1750EX-S00100000 SID[08] 4883475F Iv[13] keyOK WriteID

1. HEX Merge
e A:Used to input the ota_boot.hex file, you need to select a different OTA_BOOT
mode through the D selection box. A total of 5 modes are currently supported.
Different modes of OTA_BOOT have different mappings to flash addresses. Refer to
the table below for flash mapping
e B:ltisused to input the hex file of the APP program, and different encryption
methods can be selected through the E selection box.
> The E:[ENC_IV] mode is to encrypt and protect the app file using the Identify
Vector input by IV.
> The E:[CHIP_ID] mode is to encrypt the app file with the unique chip's chip
id.IV=function (chipid.TID,chipid.SID)
> E:[--]mode, no encryption mode is used.
e (C:Used to input resource files, currently supports binary format and hex format.
You can enter the flash storage address of the resource file in FLA_ADDR.
®  [HexF] button is used to generate a *.hexf file with one key, which is a combination
of multiple hex files of A, B, and C, which can be used for direct burning. The
output path of the file is the app file directory.
e  [Encrypt] button is used to generate the encrypted file *.hexe of the app file, and
the output path of the file is the app file directory.

2. ChipID/IV

e  ChecklID button is used to detect the factory ID of the current chip and needs to be
connected to the UART. If the detection result is not [EMPTY], the WritelD button
will be activated

e  For the chip without factory ID, it can be burned through the WritelD button. Need
to fill in the corresponding PID, LID, MID, TID, SID

e |V ! |dentify Vector to be used for the input file, 13Byte. If the encryption method
in the figure is selected as CHIP_ID, this part will automatically generate the IV
from the CHIP ID.
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Table 1 flash mapping

512Kk version 512Kk version 512k version 512k version
(Dual bank) (Has | (Single bank) (Has (Dual bank) (No (Single bank) (No N(5)1<2)]T<A
FCT) FCT) FCT) FCT)

Reserved By PhyPlus [00000~01£fff |8k 00000~01fff |8k 00000~01fff |8k 00000~01£fff [8k 00000~01£fff |8k
1st Boot info 02000~03fff [8k 02000~03fff |8k 02000~03fff |8k 02000~03fff [8k 02000~03fff |8k
FCDS 04000~04£f£ff |4k 04000~04£fff |4k 04000~04£fff |4k 04000~04£f£ff |4k 04000~04fff |4k
UCDS 05000~08fff |16k [05000~08fff |16k |05000~08fff |16k |05000~08fff [16k |05000~09fff |20k
2nd Boot info 09000~09fff |4k 09000~09fff |4k 09000~09fff |4k 09000~09fff |4k

OTA bootloader |0a000~11fff |32k [0a000~11fff |32k |0a000~11fff [32k |0a000~11fff |32k

FCT App 12000~2f£f£ff |120k |12000~2ff£ff [120k 0k Ok

App BankO0 30000~4ffff |128k [30000~4ffff |128k [12000~31fff |128k |12000~31fff [128k |0A000~29fff |128k
App Bankl S0000~6£f££ff [128k Ok 32000~51£fff |128k 0k

NVM 70000~7ffff |64k |[S0000~7ffff |192k |52000~7ffff |184k |32000~7ffff [312k |2A000~7ffff |344k

12
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2.7. Command Line mode

In command line mode, you can run this program by followed by the specified parameters to
burn the specified hex (or hexf) file, or combine several specified files into a hexf file (refer to
Section 2.6 for related content). In addition, you can also choose to perform both merging and
programming (the actual execution order is merging first and then programming). If you open the

program without parameters on the command line, it will directly enter the GUI mode.
The command line parameters supported by this program are as follows (note: the

parameters except -a should be followed by -r (see the description of the -a parameter for
details), other parameters have no order in theory, and each parameter and its The abbreviated

forms are completely equivalent and can be interchanged arbitrarily):

parameter

abbr.

value

Description

--combine

NIL

Used to instruct the program to merge hex files to
generate a hexf file. This parameter does not need to
follow a value. The generated hexf file is determined
according to the file name of the app by default, that
is, if the app file is app.hex, the merged hexf file and
the app are in the same directory and the file name is
app.hexf.

At least one of this option and the -w option must exist
(can exist at the same time)

--boot

OTA
Bootloader
document
hex format

Only one OTA Bootloader program can be included. If
it is No OTA mode, this parameter is not a necessary
parameter. In other cases, this parameter is a
necessary parameter when merging the hexf file. The
parameter is a string, which can include a path. If the
path has spaces, the entire string needs to be Enclose
in double quotes and separate options with spaces
Example :—boot ota.hex LA X -b "c:\data app\ota.hex"

--app

P

App
document
hex format

It can only contain one APP firmware program. This
parameter is a necessary parameter. The parameter is
a string and can include a path. If the path has
spaces, you need to wrap the entire string in double
quotation marks, and separate it from the options with
a space symbol.

Example: -p app.hex

--res

Resource
document
bin/hex
format

Can contain more than one resource file (but at most
3), this parameter is not necessary The parameter
parameter is a string and can contain a path. If the
path has spaces, the entire string needs to be
enclosed in double quotes, and the options are
separated by a space symbol. If it is a bin format file,
you need to specify its starting address (hexadecimal)
with the -a option after it. If it is a hex format file, it is
not required (if the bin file is not followed by a starting
address, it will report an error and exit)

Example: -r res.bin -a 70000 (write start from address

0x70000) or -r res.hex

13
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--addr

-a

Starting
address of
bin format
Resource
document

The starting address is in hexadecimal format, the
value is the offset address of Flash starting from 0,
and the data size is the file size. This program will
check the data length and the validity of the address.
If it is an illegal address or the address overlaps, it will
be Prompt error, see above for example

(The hex file has its own address information, so this
option is not needed to set its starting address)

--mode

Mix mode

Mix mode needs to be one of the following five:SH
(Single Has FCT), SN (Single No FCT), DH (Dual Has
FCT), DN (Dual No FCT), NO (No OTA), if it is any
other value, an error will be reported, this parameter is
a necessary parameter

Example : -m DH

--enc

encryption
mode

This parameter is not a necessary parameter. If there
is no such parameter, the default is no encryption. If
there is this parameter, its value must be one of the
following two cases: chip (indicates encryption with
chip id) or iv_xx...xx (xx...xx is 13 The iv value of the
bit, if it is insufficient, add 0 to the right end, and if it
exceeds, truncate the left end 13 bits as the iv value),
if it is not in these two cases, an error will be reported
Example: -e chip or -e iv_1234567890123

--write

-W

Write a
document
hex/hexf

format

At least one of this option and the -c option must exist
(can exist at the same time). If they exist at the same
time, execute the -c option first to merge and then
execute this option to write, that is, you can use these
two options at the same time to write parameters after
merging. It is a string and can contain a path. If the
path has spaces, you need to wrap the entire string in
double quotes, and separate it from the options with a
space symbol

Example: -w target.hexf

Note: Before writing starts, the program will
perform an erase operation by default!

--uarts

update
baud rate

Parameter is not a must, default baud rate is 115200 if
no parameter. Available baud rate are:
1500000,1000000, 500000, 250000, 115200, 76800,
38400 and 9600. It is possible to adjusted base on
UART configuration

(v2.3.8c currently only supports PHY6212
programming at baud rates of 1500000 and
1000000)
Example:-u 500000

14
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Base run
address (
1FFF4000- | Parameter is NEEDED for programming firmware into
- different chip type, starting programming address of
PHY6202 | bin file (inside hex file) can be adjust through
--Run R , modifying configuration—base run address
1FFF4800- | Example -R 1FFF4000 (corresponding to 6202
- chip) - -R1FFF4800 (corresponding to 6212 chip)
PHY6212
)
Connect multiple UART to the host, obtain the names
. of the COM ports of multiple UART, and program the
Obtain port | . oo
--Port -P firmware for the development board of the specified
name
COM port
Example: -P COM3
This parameter is not a necessary parameter, it is
mainly used to program the MAC address, set multiple
Configurati | lines of 12-bit mac address in the csv file, and
—confi r on program the mac address value through the 4000 and
coniig document. | 4004 addresses (Note: If there are other configuration
csv requirements, you can also do it yourself Add, get the
corresponding write address address and value)
Example: -f *.csv
. Parameter is not a MUST. Configuration file allows
line value | o yitiple lines of information. MAC address and other
_ setting of | narameter can be modified by changing the LINE
~line ) configurati value in every programming.
on
document Example: -1 3 (note: this is capital letter i )
--help -hor-? NIL display play
2.8. MAC address
ChipID/1V
PID[16] 1234567890123456 LID[10] 1234567890 TID[14] 123456789081234 CheckID
MID[16] 1234567890123456 SID[08] 12345678 Iv[13] WriteID
MACI[6] I 31-32-33-34-35-36 | Hex [ XX - XX=XX=-XX-XX-XX] WriteMAC

Below the ChipID/IV column, there is a MAC address column marked with a red frame in the
figure above. This column can view the current MAC address of the device, and can also write a
new MAC address (only when the original MAC address is empty) .

If you want to check the current MAC address, you need to click CheckID in the above
picture after connecting. If the MAC address has been set, the MAC address bar will display the
current MAC address. If the MAC address has not been set, the MAC address The column
becomes editable and the WriteMAC button on the right becomes available.

If you want to set a new MAC address for a device whose MAC address is empty, you need
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to click CheckID to check it first. When it prompts that the MAC address is empty, you can fill in
the new MAC address in the MAC address field that has become editable (format Xx-Xx-xx-xx-xx-
XX, and it is required to be in hexadecimal, otherwise the writing will fail) and then click
WriteMAC to write the new MAC address.
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3. Feature example

3.1. Obtain UART baud and update

3.1.1. Update UART baud

UART Setting ]_ 2
Port COM4 - |Baud Rate 250000 +||Stop Bits 1 Parity No Disconnect AutoCheck Update
Log

UART RX : QOO+ )cmd>>:
Send update command successfully!
Baud rate modified successfully

Current baudRate: 250000 3
[] TimeTick Mode ASCII -~ Save Log Clear
UART Debug

selected UART baud for the connected device (i.e.: 250000) ;
Click Update button to send out the command ;
Change success display in LOG ;
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3.1.2.0btain UART baud

UART Setting

Port COM4 - Baud Rate [250000 | Stop Bits 1 * Parity No - Disconnect] AutoCheck Update

Log

UART RX : @@@©*)cmd>>:
Send update command successfully!
Baud rate modified successfully
Current baudRate: 250000
Check baudRate 250000
UART RX ASCTT: #0OK
Current baudRate: 250000
Check baudRate 76800
Check baudRate 38400
Check baudRate 9600
Check baudRate 1000000
Check baudRate 500000
Check baudRate 250000
UART RX ASCII: #OK>>:
Current baudRate: 250000

[] TimeTick Mode ASCII -~ Save Log Clear

UART Debug

1. Click AutoCheck button, it will auto detect the baud of connected device;
2. After “UART RX ASCII: #0K>> " is shown, then the current BAUD will be displayed.
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3.2. Flash programming

3.2.1.Hex only programming (recommended)

Use UART for flash programming operation, and power on (or press reset) after TM
pin is pulled high, which is the state of UART receiving command, and UART is

configured as baud rate: 115200 > 8bit, 1 bit stop, None parity, no flow control;

Steps:
1. Prepare software and tools, connect hardware, pull TM (pin8) high, as shown below:

2. Run PhyPlusKit.exe, configure parameters in UART Tab (115200, 8bit, 1 bit stop, None
parity, no flow control), then click Connect

e .
Flash_Writer ~ RF_CMD  RF_QuickSet UART Setting
Config Timeout 4000 save  [CIGEF Port (GOMS* Baud Rate [115200 | Stop Bits i Parity o
Erase Size [512k - Address Erase  Write Disconnect AutoCheck Update
/MG \/ HEX Log
MO - FLA_ADDR 10000
Config
TYPE PATH SIZE  ADDRESS VALUE

1 3

2

3

4

5

6

7

8

9

10

[ TimeTic Mode ASCII - Save Clear
Command: ~[JHex | send (ClearBuf
UART Debug
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No V2.2.4¢

3. % E#EIAConfigure the Start Flash Address
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PlusKit

Flash_Writer ~ RF_CMD

Config

/MG \/HEX |

RF_QuickSet

~ Timeout 4000

Erase Size 512k - Address

[[] UART Setting

Clear
Log
Write

Current port: COMS
Current baudrate: 115200

Mo - FLA ADDR 10000 Current stopBits: 1
- Current parity: No
ation ? X
Flash Writer
RF Tools Start Flash address (10000 | pase Run Address [1FFF4000
] Flash Writer Enable AP Mode
Config
TYPE PATH
1 7
2 3
3 3
4 m
s =
oK Cancel
s 2
7 3
s m
9 3
10 M )
[ TimeTic Mode ASCII - save Clear
Command: Y [JHEX | send (ClearBuf
UART Debug
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No V2.2.4¢
PlusKit - [m]
Flash_Writer ~ RF_CMD  RF_QuickSet [] UART Setting
Config ~ Timeout 4000 Save Clear Port COMS Baud Rate 115200 ~ Stop Bits 1 Parity No
Erase Size [512k - Address Erase  Write Disconnect AutoCheck Update
/MG \/ HEX T\ Log
Mo | ruu\uml 10000
Current port: COMS
The HEX file has 2 parts. Last modified: 2017-10-30 13:27:25 Current baudrate: 115200
Current stopBits: 1
NO.1 Size: @OEGC, Flash Address: 10000, Run Address: 200080000 Current parity: No
NO.2 Size: @049C, Flash Address: 11000, Run Address: 1FFFO800 Serial opened!!
|UART RX : emd>>:
e software > iBeacon_SDK_Alpha v U @FiBeacon SDK Alpha” 2
B - SRR E Y )
» g & ERER E
s 95 keil_project 2018/1/30 12:12 3
Config :
o testhex 201710301327 |
TYPE PATH
L ~ -
2 - + T
3 4 PEFR
4 9 = EE
5 g PP < >
6 J
7 7] MHE(N): testhex v *hex v
8 - #IF(0) B
9 d
10 | v
Command: v [JHex | send (ClearBuf [ TimeTic Mode ASCI - Save Clear
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No v2.2.4d

The program automatically parses the data files in the HEX file and displays the last
modification time
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[“] UART Setting

Flash_Writer ~ RF_CMD  RF_QuickSet
Config 3 Timeout[4000 save ['Glear  Port [COMS | BaudRate (115200 ] Stop Bits 1 Parity 6.
Erase Size [512k | Address Erase  Write Disconnect AutoCheck Update
/IMG \/ HEX Log
MO - [C:/Users/Ding/Desktop/software/iBeacon_SDK_Alpha/test.hex FLA_ADDR 10000
Current port: COMS
lnn HEX file has 2 parts. Last modified: 2018-03-14 13:45:27 I et lati ate Y 115268
Current stopBits: 1
Current parity: No
Serial opened!!
UART RX : cmd>>
Send erase successfully!
UART RX ASCIT: #0K>>:
Receive #0K!
Config
TYPE PATH SIZE  ADDRESS ~ VALUE  ~
1 d
2 J
3 d
4 J
s d
6 J
7 d
s J
9 d
0 - v
Command: “ [ Hex | send (ClearBuf [ TimeTic Mode ASCII - Save Clear
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No V2.2.4d
5. Erase flash before programming, click Erase button
- a

Flash_Writer ~ RF_CMD  RF_QuickSet [] UART Setting
Config | Timeout 4000 Save Clear Port COM!  Baud Rate 250000 v| Stop Bits 1 Parity No -
Erase Size 512k | Address Write Disconnect AutoCheck Update
/MG \/ HEX Log
MO - C:/Users/Desktop/bgb_lI_hci.hex FLA_ADDR 10000
The HEX file has 3 parts. Last modified: 2018-83-13 10:48:03 ART TX ASCII: erase
UART RX : erase#OK@@chip is erased!>>:
NO.1  Size: ©040C, Flash Address: 10000, Run Address: 1FFF4000
NO.2  Size: 02108, Flash Address: 11000, Run Address: 1FFFC008
NO.3  Size: ©C44@, Flash Address: 14900, Run Address: 20000000
.
Config
TYPE PATH SIZE ADDRESS VALUE A
1 3
2 3
3 3
4 4
s J
6 3
7 J
8 3
[ TimeTic Mode ASCIl - Save Clear
Command: v [JHEX Send (ClearBuf
UART Debug
UART INFO: Port: COMS, 250000, 1, Parity: No V2.2.4c

6.
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]

Flash_Writer ~ RF_CMD  RF_QuickSet [[] UART Setting

Config ~ Timeout 4000 Save Clear

Erase Size 512k v Address Erase
Current port: COI

TRV R e
/MG \/ HEX \ Current baudrate: 115200
Current stopBits: 1

MO | [C:/Users/Ding/Desktop/software/iBeacon_SDK_Alpha/test.hex FLA_ADDR 10000

The HEX file has 2 parts. Last modified: 2018-03-14 13:45:27

NO.1 Size: ©049C, Flash Address: 10060, Run Address: 1FFF4000
NO.2  Size: @OEGC, Flash Address: 11060, Run Address: 20000000

Send erase successfully!
UART RX ASCII: #OK>>:
Receive #0K!

Receive >>: successfull
end cpnum successfully!
ART RX ASCII: #OK>>:

ASCIT: checksum is: @x00001c3e#OK>>:
#0K1

>>: successfull

Conflg Send cAlin successfullyl

TYPE PATH SIZE  ADDRESS VALUE A Receive Whage request!
e

Send cheMlum successfully!
UART RX ASLII: checksum is: @x08@48eSb#0K>>
Receive #0K|

Write all images successfully!

Write all registers successfullyl

O NN W N e

10 hi v

Command: “/[JHEX ~Send (ClearBuf [] TimeTic Mode ASCIl - Save Clear

V2.2.4d

UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No

7. After programming successfully, pull-down TM pin, followed with reset, module will go
to boot mode.

3.2.2. Image only programming

Use UART for flash programming operation, and power on (or press reset) after TM
pin is pulled high, which is the state of UART receiving command, and UART is

configured as baud rate: 115200 » 8bit, 1 bit stop, None parity, no flow control;

Steps:
1. Prepare software and tools, connect hardware, pull TM (pin8) high, as shown below:

2. Run PhyPlusKit.exe, configure parameters in UART Tab (115200, 8bit, 1 bit stop, None
parity, no flow control), then click Connect
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PhyPluskit - o X
File Edit Settings Help
Flash_Writer ~ RF_CMD  RF_QuickSet UART Setting
Config < Timeout 4000 Save  Clear Port (COM4 - Baud Rate (250000 | Stop Bits 1 - Parity No Disconnect AutoCheck  Update
Erase Size 512k - Address Erase  Write %
Image
N Name: COM4
TYPE  PATH SIZE  FLA ADDR  RUN_ADDR Description:UsB Serial Device
1 Mo - -rs/Ding/  ang 10000 20000
i N CoM7
2 Mo - -Ts/Ding/ apg 12000 22000 Description:JLink CDC UART Port
3 Manufacturer: SEGGER
Selected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/Win32/Release/bin/memain®.bin
4 Selected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/Win32/Release/bin/m@mainl.bin
s Load system files successfully!
Current port: COM4
6 Current baudrate: 250008
7 Current stopBits: 1
8
9 v
Config
TYPE PATH  SIZE  ADDRESS VALWE  *
1 c
2 c
3 c
4 c
5 d
5 s
7 o
8 J
9 - v
[ TimeTick Mode ASCH -~ Save Log Clear
Command: v [JHEX Send ClearBuf
UART Debug
UART INFO: Port: COMA, Baudrate: 250000, StopBits: 1, Parity: No V221

3. Select BIN file after connected. (Double click the cell in the PATH column) > type(MO) »
Configure fla_addr and run_addr » The configuration information is as follows:

1) fla_addr:flash offset address, suggest 0x10000

2) run_addr:APP operation address, default address :0x1FFF4000

Configuration can be saved for future use

PhyPlusKit . O
UART  Flash_Writer ~ RF_CMD  RF_QuickSet LoG
J Ti Name: COM6
Config test Timeout Save’ WENS Description:USB Serial Device
Erase Write Manufacturer: Microsoft
Image Name: COM7
Description:JLink CDC UART Port
TYPE PATH SIZE FLAADDR RUNADDR * A SI SOrR
v |
2 . Open i
il Open File
, double click
4 « v 4 Win32 > Release > bin v O Search bin »p
5 Organize = New folder I I )
6 ® This PC ~  Name Date modified .
7 = Desktop ol kixt 2017/8/15 13:14
8 1 Documents o skixt 2017/8/15 13:14
9 % Downloads 2 10kxt 2017/8/15 13:14
o 20ktxt 2017/8/15 13:14
Config J Music
) ol 40ktxt 2017/8/15 13:14
TYPE PATH SIZE ke Pictures el soktxt 2017/8/15 13:14
1 - W Videos o 100k txt 2017/8/15 13:14
2 2 . BOOTCAMP (C) 0 ERIROM1 2017/11/3 9555
3 i « Macintosh HD (C O JUMP_TABLE 2017/11/3 9555
. . 2 €D Drive (G) & mOmain0.bin 2017/8/15 13:14 .
e - >
s . .
6 i File name: v| 8 v
7 2
8 2
9 - v
Command: “[JHEX Send (ClearBuf [] TimeTick Mode ASCHl - Save Log Clear
UART INFO: Not Connected V1.3.1
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PhyPluskit - [m] X
File Edit Setting Help
UART  Flash_Writer ~ RF_CMD  RF_QuickSet Lo
] Name: COM6
IConﬁg [test | Timeout [4000 I SIS iy Description:UsB Serial Device
Erase Write Manufacturer: Microsoft
Image Name: COM7
Description:JLink CDC UART Port
TYPE PATH SIZE__FLAAADDR _RUN_ADDR * R
- ..h ( it/bi bil Selected il /Users/Ding/Desktop/GUITool/PhyPluskKit/
I 1 _Mo ch ity in A8 10000 20000000 I PhyPlusKit/bin/memaing.bin
2 Selected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/
PhyPlusKit/bin/m@main@.bin
3
4
5
6
7
8
9 v
Config
TYPE PATH SIZE  ADDRESS VAWE ~ *
1 J
2 d
3 J
a d
5 d
6 2
7 d
8 d
9 - v
Command: v [JHEX Send (ClearBuf [ TimeTick Mode ASCH - Save Log Clear
UART INFO: Not Connected V1.3.1
4. Click Erase, erase flash before programming
PhyPluskit - m] X
File Edit Setting Help
UART  Flash_Writer ~ RF_CMD  RF_QuickSet LoG
Config |test  Timeout (4000 Save Clear RN 4 4
Serial Device
M facts : Mi ft
I Erase I Write PR e e
Image Name: COM7
\ Description:JLink CDC UART Port
TYPE PATH SZE FLAADDR RUNADDR * et oot —
t/ it/bil bin Selected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/
1 Mo & AA8 10000 20000000 PhyPlusKit/bin/memaing.bin
2 Selected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/
PhyPlusKit/bin/memaing.bin
3 Current port: COM&
Current baudrate: 250000
4 Current stop :
Current parity: No Parity
5 Serial opened!!
a .
6 UART RX ASCII: ase#0K: chip is erased!>>:
7 Receive #0K!
8
9 v
Config
TYPE PATH SIZE  ADDRESS VAWE ~ ~
1 g
2 d
3 J
4 d
5 d
6 g
7 3
8 d
9 -l v
Command: v [JHEX Send (ClearBuf [ TimeTick Mode ASCH - Save Log Clear
UART INFO: Port: COMS, Baudrate: 250000, StopBits: 1, Parity: No Parity V131

5.

Click Write to start programming
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PhyPluskit
File Edit Setting Help

UART Flash_Writer RF_CMD RF_QuickSet
Config test ~ Timeout 4000
Image
TYPE PATH SIZE  FLALADDR

1 Mo -- it/PhyPluskit/bi in0.bin  Apg 10000
2

3

4

5

6

7

8

9

Config

TYPE PATH SIZE ADDRESS

1 .

2 -

3 .

4 J

5 .

6 o

7 g

8 <

9 -
Command: ~ [ HEx

UART INFO: Port: COM6, Baudrate: 250000, StopBits: 1, Parity: No Parity

LOG

Name: COM&
Description:USB Serial Device
Manufacturer: Microsoft

Save Clear
-

RUN_ADDR *
20000000

Name: COM7
Description:JLink CDC UART Port
Manufacturer: SEGGER

Selected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/
PhyPlusKit/bin/m@maine.bin
elected file: C:/Users/Ding/Desktop/GUITool/PhyPlusKit/
PAPlusKit/bin/mémaine.bin
Curent port: COM6
Currdqt baudrate: 250000
stopBits: 1
Current'garity: No Parity
1

Receive #0K!
Receive >>: succésfull
Send cpnum success’
UART RX ASCII: cpnur
v Receive #OK!
Receive >>: successful
Send cpbin successfull
UART RX ASCII: cpbin @xee

age request!
successfull
Send checksum successfull
UART RX ASCII: checksum is: 8x@@@3bS6e 8x@003b96e#OK: program im
age done!>>:

VALUE -

Write all images successfull
Write all registers successfull

Send (ClearBuf [ TimeTick Mode ASCH - Save Log Clear

V1.3.1

6. After programming successfully, pull-down TM pin, followed with reset, module will go

to boot mode
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3.2.3. Program image and config

1. repeat the previous steps 1-5
Select AT mode to read the file storing the register value, and fill in the starting address

Starting address such as: 4000
Document content:

"J:,%fit.ﬁ, 0= - -
M{(F) $WSH(E) 1830(0) EJ|(V) BBEN(H)

ffffffol

fffffflo

fFFfff32

2. Each line in the document represents value to be written, the starting address is specified
by the user, and the address written to each row is added 4 units to the starting address.

PhyPlusKit - [m] X
File Edit Settings Help
Flash_Writer ~ RF._CMD  RF_QuickSet [] UART Setting
Config < Timeout 4000 Save Clear Port [COMS Baud Rate 115200 v Stop Bits 1 Parity No
Erase Size 512k v Address Erase  Write Disconnect AutoCheck Update
MG \/ HEX \ Log
TYPE PATH SIZE  FLA ADDR RUN_ADDR ~ I
urrent port:
1 |Mo - |-op/software/iBeacon_SDK_Alpha/testhex 34c; 10000 1FFF4000 Current baudrate: 115200
Current stopBits: 1
2 Current parity: No
3 Serial opened! !
4
5
6
7
8
Config
3 AT -|C:/Users/Ding/Desktop/test.txt 1c 4000
3
4
5
6
7
8
N v
Command: v [JHEX Send ClearBuf [ TimeTic Mode ASCII - Save Clear
UART INFO: Port: COMS, 115200, StopBits: 1, Parity: No V2.2.4d

3. Click Erase to erase the flash
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PhyPlusKit a X
File Edit Settings Help
Flash_Writer ~ RF_CMD  RF_QuickSet [] UART Setting
Config J Timeout (4000 save  BEGE Port (COMS ~ Baud Rate [115200 ] Stop Bits Parity o
Erase Size 512k v Address Write Disconnect AutoCheck Update
MG \/ HEX Log
TYPE PATH SIZE  FLAADDR RUN_ADDR I
urrent port:
1 |Mo - |-op/software/iBeacon_SDK Alpha/testhex 34c2 10000 1FFF4000 Current baudrate: 115200
2 Current stopBits: 1
Current parity: No
3 12l a
Thesssrresenaressarrreseritfoese
4 Send erase successfully!
UART RX ASCII: #0K>>:
s Receive #OK!
6
7
8
Config
TYPE PATH SIZE  ADDRESS VALUE A
1 AT - C:/Users/Ding/Desktop/test.txt 1c 4000
2 3
3 3
4 3
s 3
6 3
7 3
s 3
a 5 o
Command: “[JHEX Send (ClearBuf [J TimeTic Mode ASCII -~ Save Clear
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No v2.2.4d
4. Click Write to start programming
PhyPlusKit ] X
File Edit Settings Help
Flash_Writer ~ RF CMD  RF_QuickSet [/] UART Setting
Config J Timeout (4000 Save 5 Port [COMS | Baud Rate (115200 | Stop Bits 1 * Parity o
Erase Size [512k v Address Erun Disconnect AutoCheck Update
/IMG \/THEX \ Log
TYpE PATH SIZE  FLA ADDR RUN_ADDR ~ | S
urrent port:
1 |MO_-|-op/software/iBeacon_SDK_Alpha/test.hex  34c2 10000 1FFF4000 Current baudrate: 115200
2 Current stopBits: 1
Current parity: No
3 Serial opened! |
4 Send erase successfully!
UART RX ASCII: #0K>>:
5 Receive #OK!
6 ve >>: successfull
Send cpnum successfully!
7 UART RX ASCII: #0K>>:
Receive #0K!
8 Receive >>: successfull
N \ Send cpbin successfullyl
UART RX ASCII: by hex mode:
Config Receive image request!
. Send checksum successfullyl
TYPE PATH SIZE  ADDRESS VALUE UART RX ASCII: checksum is: @x808ac3dS#0K>>:
1 AT - C:/Users/Ding/Desktop/test.txt 1c 4000 Receive #0K|
Write all images successfullyl
2 | UART TX ASCII: writed@ee ffffffel
UART RX ASCII: #OK>>:
3 ' UART TX ASCII: writed@ed ffffffie
4 . UART RX ASCII: #OK>>:
UART TX ASCII: writed@@s ffffff32
5 3 UART RX ASCII: #0K>>:
s Write all registers successfully!
7 d
8 2
a J v
Command: “/[JHEX | Send (ClearBuf [ TimeTic Mode ASCI - Save Clear
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No v2.2.4d
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3.2.4.

HexMerge programming

s - o
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW JARE Setting,
Config ] Timeout (4000 save ced B open ile *
Erase Size [512K | Address — wil o 1« PhyPluskit > Win32 > Release > V[0 ERRelease” »
an-  gEwE
/MG \/FEX\/ FIEX Merge \ ;
Release =Y BuEs m
BOOT - ] e
| cnyp % OneDrive © bin 2018/821 1903 x#isx
— o cmdevtlist 20171171436 =
LA ADDR config 2018/8202023  efisk
&1 light.hex 2018/8/211807  HEX X2t
- FLA_ADDR ’ §
&] lightzhex 2018/8/21 1807 HEXXHE
Crelonv L & ota_dualbank fcthex 2018787211807 HEX S
PIO16] uot:0) o[ Checkid| =3z ota_dualbank_nofct hex 2018/8/211807  HEX Xt
(1] stofos] sy witaro | T & ota singlebank fet hex 2018/8/2118:07  HEX Szt
»ER &] ota_singlebank_nofct hex 2018/8/211807  HEXXH
[ Single \/ Bateh \ wam &) wrist_115a hex 2018/8/13 1701 HEX 2t
TYPE PATH SIZE  ADDRESS VALUE 0s (C)
1 B < DATA(D)
2 B L v >
3 N s || *hex ~
4 E
s B Q) L
6 - r
S Current port: COM7
7 Current baudrate: 115200
s - Current stopbt
Current parity: flo
o - N Serial opened!
UIRT BX : cads> v
Command Y| CiHex  send Claaraur [ TimeTic Mode [scr ~ save Claar

UART INFO: Port: COM7, Baudrate: 115200, StopBits: 1, Parity: No

2. Select the appropriate OTA_BOOT mode

Double-click the BOOT file input box and select the ota*.hex file.

PhyPluskit - o x
File Edit Settings Help
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW ULErELETy)
Port COM7 - Baud Rate | 115200 Stop Bits 1. v Parity No =
Config [ | Timeout [4000 ] save Clear
Erase Size [512k | Address| || Emse write pisconnect Autocheck Update
Log
IMG \/ HEX HEX Merge \
BOOT ~ fuskit/Win32/Release/ota_dualbank_nofct.hex [ffio OTA HexF Description: B b HIFEHIT ~
- f| |Single Has FCT Manufacturer: Microsoft
AP [ [! Single no rer Eferypt bbb G R
- = \] |Dual Has FcT Current port: COM7
Current baudrate: 115200
]l No oA Current stopBits:
= Sl ] - Current parity: No
Serial opened!!
Chiplo/Iv it
UART RX : -boot-all driver init OK!
PID[16) LD[10] TID[14] CheckID all driver init OK!
MID(16) sin(os] w13 WritelD
apphiristInit Old
/Single \/ Batch \
TYPE PATH SIZE  ADDRESS VALUE B Jul 9 201815:30:44check_default_datetine
= Tine is 2018-7-9, 15:30:445b437fadapp_datetine_adjust_baseline:
1 bec2dlbfal2d@@423d000000
2 - WristGapState(B: 1WristGapState(B: 2
5 . UART RX : 66O OPE I O@HE BA'DOEEYSOTS OB (4( 47280 A
PE"QOE20 ©ED DOBA"SES. B3| OEE OEd® &~ SBELE! SLEES0O " ED
4 <
5 = OEITEO (( BE @B _
Serial port COM7 closed!!
6 5 S AR S Y
S = Current port: COM7
115200
8 < 1
9 bl "
. Serial opened
UART RX_: cnd>>: v
Command: ~| O Hex Send ClearBuf [ TimeTic Mode ASCH - save Clear
UART INFO: Port: COM7, Baudrate: 115200, Stopsits: 1, Parity: No V2.3.0c
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3.

Double-click the APP file input box and select the app*.hex file.

(B PhyPluskit
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW UART Setting
O Fil
Confio| <] Timeout [4000 - Gaf B Openfile
Erase Size [512K <| Address E— W 4 |« PhyPluskit > Win32 > Release > v O @EReleas
BR- gmETHE
IMG \/ HEX \/ HEX Merge N
Release N &R L]
BOOT ~| Juskit/Win32/Release/ota_dualbank_nofcthex| [Single No FCT  ~|  HexF:
AP - — | encryy @ OneDrive @ bin 2018/8/21
© cmdEvtlist 2017/11/7
- - ADDR = g
‘ FLA_ADDRT config 2018/8/20
‘ -/ 3D Ji% @] light1.hex 2018/8/21
= ~ F \DDR
AN A &) light2.hex 2018/8/21
ChipID/IV &] ota_dualbank fcthex 2018/8/21
piole] LpL10] TIOL4] Giza &) ota_dualbank_nofct hex 2018/8/21
mID[16] SID[08] i3] writelD s T &] ota_singlebank fcthex 2018/8/21
DER & ota_singlebank_nofct.hex 2018/8/21
Single \/ Batch = SE & wrist_115a.hex 2018/8/13
TYPE PATH SIZE ADDRESS VALUE & 08(C)
N = ~ DATA (D)
2 o S U=
3 - SR N): [light1.hex <] [rhex
4 <
s - 70
6 B
; _ Current port: COM7
Current baudrate: 115200
8 < Current stopBits: 1
Current parity: No
9 hd - Serial opened!!
UBRT RX_: cmd>>: v
Command: [ ~]OHEX | send Clearguf [ TimeTic Mode [ASCII  ~ save Clear
JART INFO: Port: COM7, Baudrate: 115200, StopBits: 1, Parity: No v2.3.0¢

4. Select the encryption method of the APP file:

a)
b)

ENC_IV: input IV manually
CHIP_ID: auto check the connected chip |

D, auto calculate the IV

[BH PhyPluskit [EH PhyPluskit
File Edit Settings Help File Edit Settings Help
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW Flash_whiter [JRGTCHDN MiRFTQUCKSeHIEMUGTEW)
Config [ <] Timeout [4000 | save Clear Config [ +] Timeout [4000 save Clear
Emse s Add Erase Size Address| | [ emse write
rase Size ress| | Emse Write
/MG \/HEX \/ FEX Merge \
/MG \/ HEX \/ HEX Merge \
g BOOT | juskit/Win32/Release/ota_dualbank_nofcthex| [Dual No FCT = HexF
BOOT | juskit/Win32/Release/ota_dualbank_nofct.hex| |Single HexF APP ~|/GUITool/PhyPluskit/Win32/Release/light1.hex| ENC_IV ~ Encrypt
APP ~|[/GUITool/PhyPluskit/Win32/Release/light1.hex | crypt - 2l | FLA_ADDR
- =l ] - Bl | FLA_ADDR
— 3l ] = Bl ] FLA_ADDR
— =l ] FLA_ADDR ChipID/IV
ChipID/IV PID[16] LD[10] TID[14] CheckID
PID[16] LID10] TID[14] CheckID MID[16] SID[08] 1Iv[13] |1234567890ABC WriteID
MID[ 16 SID[08: Iv[13, WriteID
el tos] 1231 e /Single \/ Batch \
B8 Phypluskit [B PhyPluskit
File Edit Settings Help File Edit Settings Help
Flash_Writer ~RF_CMD  RF_QuickSet ~ Mult_FW Flash_Writer  [JRSCHDIIBRETQuCSe CUEMIEEW
Config | <) Timeout [4000 | O o Config | | Timeout [4000 | save Clear
Erase Size [5 Address || (e wite Erase Size [5 Address| || Emse Write
i I
/MG \/HEX \/ HEX Merge \
/MG \/ HEX \/ HEX Merge \ g
BOOT | lusKit/Win32/Release/ota_dualbank_nofcthex| [Dual No FCT  ~|  Hex
BOOT ~ usKit/Win32/Release/ota_dualbank_nofct.hex| [Dual No FCT  ~|  HexF — [ GUTTool/PhyPlaski Win32] RelonseliahtL b }
- 00l/PhyPlusKit/Win: lease/light1.hex - ~|  Encrypt
APP_ ~| [/GUITool/PhyPluskit/Win32/Release/light1.hex | CHIP_ID ~  Encrypt
- - ] FLA_ADDR
= e = e
- * - - ] FLA_ADDR
- Ml | FLA_ADDR ChipID/IV
ChipID/IV
PID[16] PHY6202AAQB00000 LID[10] EP5231.770 TID[14] 20880821182017  CheckID
PID[16] PHY6202AAQ800000  LID[10] EP5231.770  D[14] 204§0821182017 = CheckiD
MID[16] J75@EX-S00100000 SID[08] 4883475f IV[13] -=-NONE--- WriteID
MID[16] J750EX-S00100000  SID[08] 4883475F vi13] Writerd
Ema\ Ao

5. Click Erase to erase the flash, then click Write to program.
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- o ox [ - A

= uaRT setting

Port [G017 " Daud Rate (125200~ Stop Bits [ 71 vty [ Port G007+ Baud rate 115200 < Stopies & Party B

ek | wpee

Ve oA T ALE vee e sz sooness awE

Commans: < Liuex [ (e

Command | Twex (e (G

Vode fsCI =
[uarT I0: Port: COM7, Boudrate: 115200, StopBts: 1, Pary: o 2300 AT 0: Port COMY, Dendieve: 125200, Swols L Py ) 22200

After the burning is completed, the *.hexf and *.hexe files and the corresponding files are
generated in the app directory.

@ wvm cVvIY/Ufc T 1 7.V0 ST
® cmdEvtList 2017/11/7 14:36 prg =

config 2018/8/20 20:23 prg =S
8- batchConfigList_compact.csv 2018/7/9 10:23 Microsoft Excel ... 2 KB
%] config.ini 2018/8/20 17:46 ~ EEIRE 1KB
light1.hex 2018/8/2118:07  HEX 3Zit 83 KB
|| light1.hexe 2018/8/2120:26  HEXE 3Z#k 83 KB
|| light1.hexf 2018/8/2120:26  HEXF 3244 169 KB
light2.hex 2018/8/2118:07  HEX 3Zit 209 KB
ota_dualbank_fct.hex 2018/8/2118:07  HEX3Zi4 84 KB

¢ The .hexf file is the combined output of multiple hex files, which can be directly burned by
PhyPlusKit.

* The .hexe file is the encrypted output of the app*.hex file, and it is also the encrypted file of
the ota upgrade later.
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3.3. Using RF Command

3.3.1. RF Command TX

1. UART settings are baud rate: 115200, 8bit, 1 bit stop, None parity, no flow control;

PhyPluskit
File Edit Settings Help

Flash_Writer ~ RF_CMD  RF_QuickSet UART Setting
HCI_COMMEND_EVENT 4.0.csv - EditFile Port |COM4 | Baud Rate 115200 ] Stop Bits 1 Parity o Disconnect AutoCheck ~Update
v [Command] ‘Nz

LE Add Device To White List Command

LE Clear White List Command

Current port: Coma
EelRend{ButtenSielCommand, Current baudrate: 115200
LE Read Local Supported Features Command Current stopBits

LE Read Supported States Command

LE Read White List Size Command

LE Remove Device From White List Command
LE Set Event Mask Command

LE Test End Command

serial opened! !

Read BD_ADDR Command v
1 2 3
1 opCode 28 220:10

LE Feature Requirements: Mandatory
Description: 7.8.15

[J TimeTick Mode HEX ~ Save Log Clear
uartf, 01 2010 00 | [ Auto parsing Send Clear RX BUF

UART Debug

UART INFO: Port: COM4, Baudrate: 115200, StopBits: 1, Parity: No V221

2. Select protocol file

PhyPluskit X
File Edit Settings Help
Flash Writer _RF_CMD __RF_QuickSet UART Setting
HCI COMMEND_EVENT 4.2.csv . EditFile Port [COM4 - Baud Rate (115200 | Stop Bits 1 Parity o~ Disconnect AutoCheck  Update
[Command] g
[Event]
[Command Complete Event] Current port: Coma
Current baudrate: 115200
[Command Status Event] Current 1
Current
[ErrorCode] P SO COnEDEO0CED
Load system Files successfully!
1 2 3
1 opCode 28 20:10 -
LE Feature Requirements: Mandatory
Description: 7.8.15
[ TimeTick  Mode HEX - Save Log Clear
uartf, 01 2010 00 | [ Auto parsing Send Clear RX BUF
UART Debug
UART INFO: Port: COM4, Baudrate: 115200, StopBits: 1, Parity: No V221

3. Select the command to send and configure the command content in the form
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[ PhyPluskit
File Edit Settings Help

UART Setting

Flash Writer ~ RF_CMD  RF QuickSet
HCI_COMMEND_EVENT_4.2.csv - EditFile Port (COM4 | Baud Rate [115200 | Stop Bits 1 Parity o Disconnect AutoCheck ~ Update
v [Command] 2 s
LE Add Device To White List Command
LE Clear White List Command
Current port: Comt
LE Read Buffer Size Command e T
LE Read Local Supported Features Command Current stopBits: 1
LE Read Supported States Command :::;:;‘OE::;;{, o
LE Read White List Size Command Frtr i P
1| LERemove Device From White List Command rosdlsystenlileshsuscesstullyli
tE-SetEvent iviask Commat
LE Test End Command
Read BD_ADDR Command v
1 2 3
1 opCode 28 0:12
> Address Type 18 o
3 Address 68 01:02:03:04:05:06
LE Feature Requirements: Mandatory
Description: 7.8.17
B
[ TimeTick  Mode HEX - Save Log Clear
[uartf, 01 2012 07 01 010203040506 v/ [ Autoparsing ~ Send | Clear RX BUF
UART Debug
UART INFO: Port: COM4, Baudrate: 115200, StopBits: 1, Parity: No V221
[ PhyPluskit - X
File Edit Settings Help
Flash Writer ~ RF_CMD  RF_QuickSet UART Setting
HCI_COMMEND_EVENT_4.2.csv. - EditFile Port (COM4 - Baud Rate [115200 | StopBits i - Parity [Nl | Disconnect AutoCheck ~ Update
v (Command] &
LE Add Device To White List Command
LE Clear White List Command
current port: coMa
LE Read Buffer Size Command T e )
LE Read Local Supported Features Command Current stopBits: 1
LE Read Supported States Command g:::;‘egz:z'y“ i
LE Read White List Size Command Rt s ST
LE Remove Device From Wihite List Command Load system files successfully!
LE Set Event Mask Command UART TX HEX : 01 12 20 07 01 06 05 04 @3 02 @1
LE Test End Command UART RX : 04 OF 04 00 12 20 00
Read BD_ADDR Command
1 2 3
1 opCode 28 20:12
> Address Type 18 o
3 Address 8 01:02:03:04:05:06
LE Feature Requirements: Mandatory
Description: 7.8.17
/ [ TimeTick ~ Mode HEX - Save Log Clear
[uartf, 01 2012 07 01 010203040506 ~ [ Auto parsing Send Clear RX BUF
UART Debug
v22.

UART INFO: Port: COM4, Baudrate: 115200, StopBits: 1, Parity: No

3.3.2. RF Command RX

1.

32
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[ PhyPluskit
File Edit Settings Help

Flash_Writer _ RF CMD  RF_QuickSet

HCI COMMEND EVENT 4.2.csv

EditFile

UART INFO: Not Connected

2. Select Automatic Parsing, and select appropriate settings in the floating window

skit

Flash_Writer ~ RF_CMD  RF_QuickSet

HCI_COMMEND_EVENT 4.2.csv
[Command]
> [Event]
[Command Complete Event]
[Command Status Event]

[ErrorCode]

[Command]
> [Event]
[Command Complete Event]
[Command Status Event]
[ErrorCode]
field length value
~ [ Auto parsing send Clear RX BUF

EditFile

field

length

value

LE Feature

Y [ Autoparsing  Send  |Clear RX BUF

UART INFO: Not Connected

3. The automatically parsed package content will be output in the Log

www.k-sol.com.hk

[] UART Setting

Log

Name: CoMa
Description:USB Serial Device
Manufacturer: Microsoft

Name: cOM7

Description:JLink CDC UART Port
Manufacturer: SEGGER

Load system files successfully!

[J TimeTick  Mode ASCH -

UART Debug

[] UART Setting

Log

Name: coma
Description:UsB Serial Device
Manufacturer: Microsoft

Name: col7

Description:JLink COC UART Port
Manufacturer: SEGGER

Load system files successfully!

[ TimeTick Mode ASCI ~

UART Debug

Save Log

save Log

Clear

Clear

a

V221

V221
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[ PhyPluskit - X
File Edit Settings Help
Flash_writer ~ RF_CMD  RF_QuickSet [ UART Setting
HCI_COMMEND_EVENT_4.2.csv - EditFile Port [COM4 - Baud Rate 115200 | Stop Bits 1 ~ Parity No -~ Disconnect AutoCheck Update
v [Command] = iss
LE Add Device To White List Command
LE Clear White List Command
LE Read Buffer Size Command z:;; ;; LSBT
LE Read Local Supported Features Command Data_Type: Event
LE Read Supported States Command Data Name: Command Complete Event
Por LE_Feature: Mandatory
LE Read White List Size Command Description: 7.7.14
LE Remove Device From White List Command 23‘37€°::v :E
_Length:
LE Set Event Mask Command Num_HCI_Command_Packets: €@
LE Test End Command Command_Opcode: 10 20
Read BD_ADDR Command v RT3 .
Status: Success
1 2 3 UART TX HEX : @1 @2 20 @0
1 opCode 28 20:02 RARIERS
Data_Type: Event
Data Name: Command Complete Event
LE_Feature: Mandatory
Description 7.14
Data_Code: OF
2 Langth: 67
Num_HCI_Command_Packets: 8
Conmand_Opcode: 02 20
Return_Paraneter:
Status: Success
HC_LE_ACL Data_Packet_Length: 18 60
HC_Total_Num_LE Data_Packets: oC
LE Feature Requirements: Mandatory
Description: 7.8.2
imeTic e | ave Log lear.
[ TimeTick ~ Mode ASCII Save L¢ cl
|uartf, 01 2002 00 | [ Auto parsing Send Clear RX BUF
UART Debug
UART INFO: Port: COM4, Baudrate: 115200, StopBits: 1, Parity: No Release va221
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3.4. Using RF QuickSet

1. UART setting, Baud:115200, 8bit, 1 bit stop, None parity, no flow control;

- [m]
Flash_Writer ~ RF_CMD  RF_QuickSet UART Setting
RF Setting Port [COMS Baud Rate 115200 | Stop Bits 1 Parity [No
Disconnect AutoCheck Update
Log
PHY BLEIM -  Mode TX BURST TEST -
Current port: COMS
i — L21z820Hms Current baudrate: 115200
Length |} 25 (HEX) Current stopBits: 1
Current parity: No
PKT | 0/ (HEX)
XTAL_CAP n 10| (HEX)
TX_Power n F (HEX)
TX_TPCAL 0 (HEX)
TPCAL_MANU [ ]
Start End
RESPONSE
™ RX
COUNT
FOFF
TPCAL
RSSI
CARR_SENS
[J TimeTic Mode ASCI - Save Clear
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No v2.2.4d

2. Click QuickSet tag, then reset the connected device(or EVK), it is then at DTM mode

- [m]
Flash_Writer ~ RF_CMD  RF_QuickSet UART Setting
RF Setting Port [COMS Baud Rate (115200 | Stop Bits 1 Parity [No
Disconnect AutoCheck Update
Log
PHY BLEIM - Mode TX_BURST_TEST -
Current port: COMS
RF_CHN u 1202426MHz Current baudrate: 115200
Length | | 25 (HEX) Current stopBits: 1
Current parity: No
PKT n 0 (HEX) Serial opened!!
XTAL_CAP ] 101 (HEX) UART RX : 90 @
TX_Power ™ Fl (HEX) RF_PHY_DTH V2.9.0:
SUPPORT BLE 1M
TX_TPCAL 0 (HEX) SUPPORT BLE 2M
SUPPORT BLR 500K
TPCAL_MANU [] SUPPORT BLR 125K
SUPPORT ZIGBEE
Start End
RESPONSE
™ RX
COUNT
FOFF
TPCAL
RSSI
CARR_SENS
[ TimeTic Mode ASCII - Save Clear
UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No v2.2.4d
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3. Configure the Tx parameter, click Start to send out the command/data.

Flash_Writer RF_CMD RF_QuickSet UART Setting
RF Setting Port COMS Baud Rate 115200  Stop Bits 1 Parity No
Disconnect AutoCheck Update
RF_CHN | | ) i _ 1; 2426MHz
Length | 25 (HEX)
PKT | | 0 (HEX)
XTAL_CAP [ | 10 (HEX)
TX_Power n F| (HEX)
TX_TPCAL (HEX)
TPCAL_MANU []
i [ TimeTic Mode ASCII - Save Clear
PHY : Set the physical type:BLE1M, BLE2M, BLE500K, BLE125K or ZIGBEE
MODE : TX_BURST_TEST, Transmits BLE packets at regular intervals.
TX_SINGLE_TONE,Transmit single tone signal for frequency offset and
transmit power and phase noise detection
TX_MODULATION, transmits a continuous modulated signal
RX_BURST_TEST, Enter RX demodulation mode, count the number of
received packets
RX_AUTO,Automatically count the number of correct data packets received
every 1000 data packet intervals.
RF_CHN: Set the RF Frequency
For BLE » RF_FREQ=RF_CHN*2+2400
For ZIGBEE » RF_FREQ=RF_CHN*5+2400
Length: TX packet Length Unit=BYTE
PKT : TX packet type, 0-> prbs9, 1-> 11110000, 2->10101010,3-> prbs15

XTAL_CAP: Adjust core chip internal CAP loading, change RFfFrequency Offset °

TX_Power: Adjust the RF Tx power, the range is [0-0x1f], which is proportional to the
power, when the value is 0x0A, the power is 0dBm

TPCAL_MANU: Adjust the TX efficiency. If not click Manual, core chip will implement internal
automation calibration. If Manual is selected, user needs to fill in the TPCAL

value. Manual is NOT recommended to be clicked.

All new parameter valid only after START is clicked

4. Click End to end the test, and obtain the corresponding parameter (TPCAL)
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B ohyr

Flash_Writer RF_CMD RF_QuickSet

RF Setting

PHY BLE 1M

RF_CHN n
Length
PKT | |

TX_Power

TX_TPCAL
TPCAL_MANU [ ]

RESPONSE
™

XTAL_CAP n

Mode TX_BURST TEST -

12/2426MHz
25 (HEX)
0 (HEX)
10 (HEX)
F| (HEX)
0 (HEX)

TPCAL 50

/ .
COUNT

FOFF

RSSI

CARR_SENS

UART INFO: Port: COMS, Baudrate: 115200, StopBits: 1, Parity: No

UART Setting
Port [COMS

Disconnect
Log

Current port: COMS
Current baudrate: 115200
Current stopBits: 1
Current parity: No
Serial opened!

SUPPORT BLR 125K=:
=== SUPPORT ZIGBEE ===

UART TX HEX : 0 0@

response: 00 10
UART TX HEX : 38 @@
response: 8@ 7c
UART TX HEX : 3C 4@
response: @@ 7e
UART TX HEX : 3D 3C
response: 0 89
UART TX HEX : 8C 94
e

response: 80 @
UART TX HEX : FF @4
response: 88 32

TPC

Baud Rate 115200

v| Stop Bits 1

AutoCheck

[] TimeTic Mode ASCII -

Save

Parity o

Update

Clear

V2.2.4d

When the test mode is TX, clicking End will automatically follow the new TPCAL result.
When the test mode is RX, update the following parameters:
COUNT: The actual number of correct Packets received.

FOFF: RX_PHY frequency offset estimate (KHZ) °
RSSI: Estimated value of received signal strength (dBm)
CARR_SENS: An estimate of signal quality.

RX_BURST_TEST mode. The statistical time is from the click of Start to the click of End.

RX_AUTO mode. The statistical time is 1000 Packet Intervals. Automatic update. Click End to

exit RX_AUTO mode.
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3.5. Multi-FlashWriter

1. Set the appropriate Timeout value (the default is 4000ms), select the HEX file to be burned
and check the burned (Flash Address, Run Address), select the PORT port to be burned, and
fill in the value of the specified address as needed.

_ 0

Flash_Writer RF_CMD RF_QuickSet Multi_FW [] UART Setting
Config |test v||Timeout 4000 Save Clear
Log
Erase Size 512k - Address Erase Write

Name: COM4
Image Description:UsB Serial Port
M turer: FTDI
MO - C:/Users/Ding/Desktop/iBeacon.hex FLA_ADDR 10000 e P
The HEX file has 3 parts. Last modified: 2018-85-84 14:01:52 g:’:::‘i:?::n'usﬁ e
NO.1 Size: @31f@, Flash Address: 10800, Run Address: 1FFF400 Podibenos DEE
NO.2  Size: 0046C, Flash Address: 14000, Run Address: 1FFFOB00 e
NO.3  Size: 00984, Flash Address: 15600, Run Address: 20000000 A .
Description:Uss Serial Port
Manufacturer: FTDI
Name: coM1®
Description:USB Serial Port
Manufacturer: FTD;
Port Name: COM11
- ipti Serial Port
Baud Rate 250000 ~ Stop Bits |1 | Parity No ~  Multi-Connect Manufacturer: FTDI
PORT ADDRESS VALUE ADDRESS VALUE ~ Name: COM12
Description:Us8 Serial Port
ALL 4000 ABCD Manufacturer: FTDI
1 [coMs - 4004 A1B2 Save successfullyl
2 com7 -~
3 ComMs - 4004 C3D4
4 COM10 -
s 3
6 3
7 3
s 3
9 3
10 -
11 -
12 - [ TimeTic Mode ASCI - Save Clear
UART INFO: Not Connected V2.2.5a(beta)

2. After the port to be burned is set, click Multi-Connect to connect the port

- m]
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi FW [ UART Setting
Config [test + Timeout 4000 save | Clear
Log
Erase Size [512k | Address Erase  Write
Image Send connect command!
All serial rts work fine!
MO - [C:/Users/Ding/Desktop/iBeacon.hex FLA_ADDR 10000 S ork Tine
The HEX file has 3 parts. Last modified: 2018-05-84 14:01:52
NO.1 Size: @31E@, Flash Address: 18800, Run Address: 1FFF4000
NO.2 Si. ©e4eC, Flash Address: 14000, Run Address: 1FFF@8ee
NO.3 Size: @@984, Flash Address: 15008, Run Address: 20000000
Port
Baud Rate (250000 | Stop Bits 1 J parity [No -
PORT ADDRESS VALUE ADDRESS VALUE D
ALL 4000 ABCD
1 coms - 4004 A1B2
2 com7 -
3 coms - 4004 c3ps
4 coMmio -
s e
6 =
7 2
8 =
s g
10 -
1 -
12 . [ TimeTic Mode ASCII - Save Clear
UART INFO: Not Connected V2.2.5a(beta)

3. After the port is connected normally, click the Erase button to erase (return the total number/
success/failure count)
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PhyPlusKit - a X
File Edit Settings Help
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW [] UART Setting
Config test ~ Timeout 4000 Save Clear log
Erase Size 512k v Address Write
Image \ Send connect command!
A1l secial cort K finel
MO - (C:/Users/Ding/Desktop/iBeacon.hex FLA_ADDR 10000 “‘"';;:shb‘::".':;,_";"'
g Ty P Co. Total/ Success/ Failed: 4/1/@
The HEX file has 3 parts. Last modified: 2018-985-84 14:01:52 R S Bty AR
q Total/ Success/ Failed: 4/3/@
.1 Size: @31€0, Flash Address: 10000, Run Address: 1FFF400 :
NO.2 Size: 8046C, Flash Address: 14880, Run Address: 1FFF80@ Total/ Success/ Failed: 4/4/0
NO.3 Size: 00984, Flash Address: 15600, Run Address: 20000000
Port
Baud Rate 115200 . Stop Bits |1 v Parity |No v Multi-Connect
PORT ADDRESS VALUE ADDRESS VALUE A
ALL 4000 ABCD
1 Ccom4 - 4004 A1B2
2 CcomM7 -
3 comM9 - 4004 C3D4
4 COM10 -
5 -
6 =
7 -
8 -
9 -
10 <
11 9
12 & v o
[] TimeTic Mode AsCll - Save Clear
UART INFO: Not Connected V2.2.5a(beta)

4. After the device is erased normally, click the Write button to program (return the total
number/success/failure count)

PhyPlusKit - a X
File Edit Settings Help
Flash_Writer RF_CMD RF_QuickSet Multi_FW [C] UART Setting
Config [test ~ Timeout 4000
9 Log
Erase Size 512k v Address
Image Send connect command!
A i k fine!
MO - [C:/Users/Ding/Desktop/iBeacon.hex FLA_ADDR 10000 A0 Lo
o TR e — Total/ Success/ Failed: 4/1/@
The HEX file has 3 parts. Last modified: 2018-85-84 14:01:52 RS Sy frtneen AED
o . . Total/ Success/ Failed: 4/3/@
m; ?u: ©31€0, Flash Address: 10009, Run Address: 1FFF4000 Total/ Succasss Faileds 47478
b ize: 046C, Flash Address: 14000, Run Address: 1FFFe8ee e
NO.3  Size: 00984, Flash Address: 15000, Run Address: 20000000 S B e
Total/ Success/ Failed: 4/2/@
Total/ Success/ Failed: 4/3/@
Total/ Success/ Failed: 4/4/@
Port
Baud Rate 115200 | Stop Bits |1 | Parity No v Multi-Connect
PORT ADDRESS VALUE ADDRESS VALUE o
ALL 4000 ABCD
1 Com4 - 4004 A1B2
2 CcomM7 -
3 com9 - 4004 C3D4
4 COM10 -
5 =
6 =
7 3
8 g
9 -
10 <
11 <
12 = N "
[ TimeTic Mode ASCII - Save Clear
UART INFO: Not Connected V2.2.5a(beta)
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3.6. Programming and mixed operation under command line

note:

1. PhyPlusKit.exe programming tool, firmware programming, configuration file .csv, etc.
need to be in the same directory

2. It is written in the form of appending when the log file is saved. The programming process
will be saved in a log file. The default log file name is zPhyPlusKit.log, which is in the same
path as the programming tool.

3.6.1. Program only

1. command: PhyPlusKit.exe -P COM21 -R 1FFF4800 -f 1l.csv -l 4 -w ancs_A2.hex
(Program hex file)
Description: Specify the Uart port as COM3, the chip belongs to PHY6212, set the run
address to 1FFF4800, and write 1.csv (specified number of lines, the 4th line) and
ancs_Al.hex (in the same directory as the main program) into the chip ( The chip needs to be
connected to the computer through the serial port), and the erasing will be performed
automatically before writing. (Note: TM is pulled high)

2. Command: PhyPlusKit.exe -P COM21 -R 1FFF4800 -f l.csv -I 4 -w ancs_A2.hexf
(Program hexf file)

Description: Specify the Uart port as COM3, the chip belongs to PHY6212, set the run
address to 1FFF4800, write 1.csv (specified number of lines, the 4th line) and ancs_A1l.hexf
(in the same directory as the main program) into the chip ( The chip needs to be connected
to the computer through the serial port), and the erasing will be performed automatically
before writing.

Screen capture:
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tele
le
le

3.6.2. Merge only

Command: PhyPlusKit.exe -c -p wrist_115a.hex -r E:\test\test\bin\Debug\test.bin -a
70000 -m NO -e chip

Description: Execute the merge command, the mode is No OTA, the app file is
wrist_115a.hex, the resource file is E:\test\test\bin\Debug\test.bin, the writing start address
is 0x70000, and the encryption method is chip id encryption
Screen capture:

PlusKit1iWin
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3.6.3. Merge then program

Command: PhyPlusKit.exe -c -b ota.hex -p wrist_115a.hex -r E:
\test\test\bin\Debug\test.bin -a 70000 -m DH -e iv_1234567890123 —w wrist_115a.hexf
Description: Execute the merge command, the mode is Dual Has FCT, the boot file is ota.hex,
the app file is wrist_115a.hex, the resource file is E:\test\test\bin\Debug\test.bin, and its writing
start address is 0x70000, the encryption method is iv value encryption and the iv is
1234567890123.
Screen capture:

it uskit > 0 i r E:\ A y A .bin -a 70000 -m DH -e i

kbt

3.7. Additional setting of Flash programming

3.7.1. BOOT and APP support Chinese path

V2.3.7c or earlier version does not support Chinese path:

- |
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW UARIECStEnGg
Port | COM21 Baud Rate | 115200 v | Stop Bits 1 Parity No
Config | | Timeout (4000 Save Clear
Disconnect AutoCheck Update
Erase Size [ 512k v | Address Erase Write
Log
MG HEX \/ HEX Merge 1 >
BOOT __ ~ | [D:/work/fifit/ota_dualbank_hasFCT.hex | Dual Has FCT  ~
APP ~_ |D:/work/liit/ancs.hex | - - Encrypt
- FLA_ADDR
- FLA_ADDR
- > PhyPluskit 3 X
ChipID/IV
Error: File Creation Failed
PID[16] LID[10] TID[14] [ )
MID[16] s1D[08] 1v[13]
MAC[6] Hex[XX-XX- XX~ XX"XX=
[ single \/"Batch \
TYPE PATH SIZE  ADDRESS VALUE A
1 [mac ~ 11:22:11:22:11:22
2 S
3 S
4 S
s 5
6 -
7 M v
Command: ~| O Hex Send Clearguf [ TimeTic Mode |AscIT - Save Clear
UART INFO: Port: COM21, Baudrate: 115200, StopBits: 1, Parity: No V2.3.7¢

As shown in the figure, if there are Chinese characters in the file paths of BOOT and APP, an
error will be reported: "File Creation Failed", and the next v2.3.7d and later versions will support
Chinese paths, which will not affect the generation and programming of hexf files.
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PhyPlusKit -
File Edit Settings Help
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW ] UART Setting
Config | Timeout [4000 | Save Clear Log
Erase Size 512k v| Address | ] Erase Write Name: COM21 A

Description:Silicon Labs CP21@x USB to UART Bridge
Manufacturer: Silicon Labs
/MG \/HEX \/ HEX Merge \ P
Current port: COM21
No OTA > HexF Current baudrate: 115200
Current stopBits: 1
= 2 Encrypt Current parity: No
Serial opened!!
— - FLA_ADDR Preiee A P
=== PHY6212 ===
Load AppHEx Done[ -NO-ENC-]!
= IV BLOCK GEN [-M
FLA_ADDR [hexPack]: 1F
ChipID/IV [hexPack]: 1Fi
[App HexPack
PID[16] LID[10] TID[14] CheckID K

- - FLA_ADDR

FF4000 bbas
size]: 2

MID[16] SID[08] 1v[13] WriteID

eneration] Suc
F Generation]::DONE
UART RX : cmd>>:
("Single’\/ Batch \ Send erase successfully!
Receive #0K!
n Erase successfully!
TYPE PATH SIZE  ADDRESS VALUE s
1 mac ~ 1111111111011 Load AppHEX Done[-NO-ENC-
IV BLOCK GEN [-NO-ENC-]
[hexPack]: 1F:
- [hexPack]: 1FFF4@@@ bbad
[App HexPack Size]:
> B
- >

: /work/Mfift/ancs .hexf 111
MACT6] Hex [xX- XX~ XX XX-XX-XX] WriteMAC

X00002100-
=0x00009000-

-0x0000211,
-0x00014

[cHexF Generation) success
= T CpTOTSTCCESS YO,
Receive #0K!

Receive >>: successful!

ork/fiit/ancs.hexs 111 |

Vo w s wwn

Command: ~| O Hex send Clearsuf [ TimeTic Mode |ASCII - Save Clear

UART INFO: Port: COM21, Baudrate: 115200, StopBits: 1, Parity: No

v2.3.7d

3.7.2. Program preference when device not connect
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Starting from V2.3.7e, when the Uart is not connected, the default setting of the chip model
is changed to the optional setting, which is shown in the following figure:

File Edit Settings Help

Fash_Wrker | RE_CHD | _Quidkset | MORLW

Config ] Timeout [4000 | save Clear L0 yartgh TR
Erase Size [512k | Address [ ] Erase Write s o
Description:Silicon Labs CP21@x USB to UART Bridge
Manufacturer: Silicon Labs
/MG \/HEX \/ HEX Merge \ =t hexfiORa positbetoshebibrrresetbeseotern
soor < NoorA -
st
(IR ~D: est7/ancs.he: - b Encrypt
- - FLA_ADDR
— - FLA_ADDR
- - FLA_ADDR
ChipID/IV
PID[16] LID[10] TIO[4] | [ eHYs202 [ pHve212
MID[16] SID[08] [13] 3: WiE, BEGRNES oK
MAC[6] Hex[xx-XX= T TRt
Single \/ Batch
Path [ | Lines [e.0. 1-5, 8 Repeat [] Reload
Command: | v| O Hex Send ClearBuf [ TimeTic Mode |ASCIT - Save Clear
UART INFO: Not Connected v2.3.7e

A. Device is not connected through UART

B. Load application .hex file

C. Click HexF button, dialog box pop up

D. Select the corresponding chip model and click the OK button to generate the hexf file of
the loaded application firmware.

www.k-sol.com.hk



File Edit Settings Help

Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW

Config | Timeout [4000 ] Save
MG HEX HEX Merge
soor v | | No OTA -
APP ~ | [D:/work/test/test7/ancs.hex ] = -
- FLA_ADDR
B FLA_ADDR
= - FLA_ADDR
ChipID/IV
PID[16] LID[10] TID[14]
MID[16] SID[08] 1v[13]
MACTS]

Single \/ Batch

Hex [0 303063003030 ]

Path |

] Lines [e.0. 1-5, 8 Repeat [J

Clear

Write

HexF

Encrypt

CheckiD
WriteID

WriteMAC

Reload

Command: |

~| O Hex Send

UART INFO: Not Connected

ClearBuf

[] UART Setting
Log

Name: COM21

Description:Silicon Labs CP210x USB to UART Bridge

Manufact.

[HEXF Generation] Suc

[HEXF_Generation]

Load AppHEx Donel-!
IV BLOCK GEl

[ TimeTic Mode ASCII

Save Clear

v2.3.7e

3.7.3. Programming preference when device is connected

When device is connected, core chip model will be recognised automatically.

Bl configuration

Flash Writer
RF Tools

ID Start Flash address

9000

Base Run address

1FFF4000 I

[] Flash Writer Enable AP Mode

OK Cancel

1. setting->configuration

Start Flash address and Base Run address front setting checkbox, default setting is not
ticked : Start Flash address : 9000 > Base Run address : 1FFF4000 ; if ticked, parameter can
be adjusted accordingly.

2. Configuration of programming flash:
PHY6202 —> Base Run address:1FFF4000
PHY6212 —> Base Run address:1FFF4800
Add the input box of RUN_ADDR on the HEX tab page, you can modify the flash

configuration, you do not need to open the configuration to modify the settings, which is
convenient for users to operate.
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3.7.4.

File Edit Settings Help

UART Setting

Flash_Writer = RF_CMD  RF_QuickSet ~ Multi_FW
Port [COM20 - Baud Rate [115200 | stopsits (1~ parity No -
Config | Timeout (4000 | Save Clear
§ Disconnect AutoCheck Update
Erase Size [512k | Address | ] Erase Write
Log
MG \/ HEX \/ HEX Merge
P S : ~
Mo | [D:/work/test/test6/ancs.hex FLA_ADDR 9000 DDR [1FFF4000 Send image successful! Waiting to receive checksum...
[ox/workfest/tests/ | RUNADR | ] e S
‘The HEX file has 2 parts. Last modified: 2019-@3-14 17:29:13 LR [ (e @A s G Rens
NO.1 Size: OBBAB, Flash Address: 9000, Run Address: 1FFF400 o
NO.2  Size: 0040C, Flash Address: 15000, Run Address: 1Frresee| PHY620283f%Sflashiz® e
osal_snv_read: 20
rd_ret:3
osal_snv_read:26
rd_ret:37
osal_snv_read:2c
rd_ret:37
osal_snv_read:32
rd_ret:37
osal_snv_read:38
rd_ret:37
osal_snv_read:3e
[Single \/ Batch \ rd_ret:3
osal_snv_read:44
Path | 8 Repeat[]  Reload rd_ret:3;
osal_snv_read:da
rd_r
osal_snv_read:50
rd_ret:37
osal_snv_read:56
rd_ret:37
AncsApp_init
start!
OTA Boot Version: 0.0.0
ANCS Demo
Initialized
Advertising
v
Command: | ~| O Hex Send ClearBuf [ TimeTic Mode |ASCIT - Save Clear
UART INFO: Port: COM20, Baudrate: 115200, StopBits: 1, Parity: No v2.3.7e
File Edit Settings Help
Flash_Writer = RF_CMD  RF_QuickSet  Multi_FW | UART Setting | UartiEss
Port [COM21 - Baud Rate [ 115200 v|stopBits 1~ Parity [No
Config | | Timeout [4000 ] Save Clear
) . Disconnect AutoCheck Update
Erase Size [512k | Address | | Erase Write
Log
/MG \/ HEX \/ HEX Merge \
s Send checksum successfully! ~
MO~ [D:/work/test/test7/ancs.hex | FLA_ADDR |9000 DDR [1FFF4800 L
UART RX ASCII: checksum is: @x00001c3d
The HEX file has 2 parts. Last modified: 2019-85-14 14:53:26 CLERS
1 Size: @92E4, Flash Address: 9000, Run Address: 1FFF4300 -
.2 Size: 0046C, Flash Address: 13000, Run Address: 1Frosee| PHY621289f¢Sflashiz® Yoie resiste
B
osal_snv_read: 20
rd_ret:37
osal_snv_read:26
rd_ret:37
osal_snv_read:2c
rd_ret:37
osal_snv_read:32
rd_ret:37
osal_snv_read:38
rd_ret:37
osal_snv_read:3e
[Single \/ Batch \ rd_ret:37
osal_snv_read:44
path | | Lines [e.0. 15,8 Repeat [] Reload rd_ret:37
osal_snv_read:4a
rd_ret:37
osal_snv_read:50
rd_ret:37
osal_snv_read:56
rd_ret:37
AncsApp_init
start!
OTA Boot Vs 0.0.0
v
Command: | ~] O Hex Send Clearsuf [ TimeTic Mode |ASCII - Save Clear
v2.3.7e

UART INFO: Port: COM21, Baudrate: 115200, StopBits: 1, Parity: No

Merge 1M flash file for off-line programming

A. Merge the .hexf file generated by the .hex application firmware with the burning boot file
* hexf through the HEXF button on the HEXMerge page. This function starts from v2.3.7f version.

1. Load the application firmware .hex file to be burned

45
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B Phypluskit - X
File Edit Settings Help

Flash_Writer ~RF_CMD  RF_QuickSet  Multi FW £ UART Setting
Port [COM21 - Baud Rate [115200 ] stopBits 1+ Parity N0 -
Config | Timeout [4000 | Save Clear
. . Disconnect AutoCheck Update
Erase Size 512k | Address | | Erase Write
Log
/MG \/HEX \/ HEX Merge \
= Name: COM21
[Boor || 1: INEAAEAFhexSXHF | [No oTA =] HexF Description:Silicon Labs CP21@x USB to UART Bridge
= = Manufacturer: Silicon Labs
| lapp ~ | [D:/work/Phywriter/wrist.hex 1| E ~|  Enerypt Pk S
Name: COM2@
= | FLA_ADDR Description:USB Serial Port
Manufacturer: FTDI
EE FLA_ADDR
E v FLA_ADDR Current port: COM21
- Current baudrate: 115200
E | FLA_ADDR Current stopBits: 1
Current parity: No
ET FLA_ADDR Serial openea !
) TrrsassnrsssssarrssssrrEsssRIIE
ChipID/IV
PID[16] LID[10] TID[14] CheckiD
MID[16] s1D[08] 1v[13] WriteID
MAC[6] Hex [ XX-XX-XX=XX-XX-XX] WriteMAC
Single \/ Batch
path | | Lines [c.0. 1-5, & Repeat [] Reload
Command: ~] O Hex Send ClearBuf O TimeTic Mode | ASCIL - Save Clear
UART INFO: Port: COM21, Baudrate: 115200, StopBits: 1, Parity: No v2.3.7

2.Check the Boot_Loader_Merge check box in the configuration of setting->configuration
B3 configuration ? X

Flash Writer
RF Tools [ start Flash address 9000 Base Run address 1FFF4000

[] Flash Writer Enable AP Mode

IE] Boot_Loader_Merge I

Cancel

3. = HexFIR5H
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B PhyPluskit
File Edit Settings Help

[4] UART setting

Flash_Writer ~RF_CMD  RF_QuickSet ~ Multi_FW
confia 2] rimeout 1603 ‘ e e Port [COM21 - BaudRate [115200 | sStopBits 1 - Parity No -
Erase Size [512k | Address | | Emse write Disconnect AutoCheck b
776\ T\ e\ e
Boor | ] No OTA - E Receive #0K or #ER timeout!
APP ~ | [D:/work/Phywriter/wrist.hex ] - Encrypt
- FLA_ADDR
- FLA_ADDR
- FLA_ADDR
- FLA_ADDR
. - FLA_ADDR
ChipID/IV
PID[16] LID[10] TID[14] CheckID
MID[16] sID[o8] 1v[13] WriteID
MAC[6] Hex [ XX-XX=XX=XX-XX-XX] WriteMAC
[Single \/ Batch \
path | | Lines [e.0.1-5, 8 Repeat (] Reload
Command: [ ~| O Hex Send ClearBuf [ TimeTic Mode save Clear
JART INFO: Port: COM21, Baudrate: 115200, StopBits: 1, Parity: No v2.3.7f
4.Load and select the specified boot_Loader*.hexf file and open it
Open File X
N « 3FOEE (D) » work > Phywriter » v O #EE"Phywriter” P
|n v FEwEeE =y @ @
O ZaEE ~ =R e g=E] i)
J 3D & " boot_Loader PhyWriter2.hexf 2019/7/1 9:51 HEXF 324
0 nova4 " boot_Loader_PhyWriter1.hexf 2019/6/4 17:41 HEXF 324
B W M_j] boot Loader PhyWriter.hexf 2019/7/1 10:54 HEXF {4
= EE PhywriterV1.0 2019/7/2 15:05 =
o #eiEboot_Loadersiff
J =
b Es
W =H
e 0S(C)
0. FE (D2)
@ CD EHE (E) HiSuy < >
EE(N): | v| ’boot_Loader".hexf ™ ‘
[[ 70 || =& |

5.Generate *merge.hexf files (with bootloader) and .hexf (without bootloader) files. (Intercept
the initial positions of the two *merge.hexf files for illustration, the two hexf files were

successfully merged)
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File Edit Settings Help

Flash_Writer = RF_CMD  RF_QuickSet  Multi_FW [ UART Setting

Port [COM21 - Baud Rate [115200 | Stop Bits | 1. v Parity No  ©

Config [ | Timeout 4000 ] Save Clear
Erasesize [512k | Address| ]| Emse wite Disconnect Autocheek Update
Log
/MG \/ HEX \/ HEX Merge \
soor || ] No OTA A HexF gzzi;i;}?ﬁ:sngqn Labs CP21@x USB to UART Bridge
(52~ Dvormrrervrsthex ] S el M
= S FLA_ADDR Description:Uss serial port
E— Fua o0 e o
E FLA_ADDR R e
= - FLA_ADDR Current stopBits: 1
- - FLA_ADDR bt il
i LI e
PID[16] LID[10] TID[14] CheckiD T;gg:ﬁgznn«?nﬁé-xgz?o] '
MID[16] sIp[o8] v[13] WriteID ::i::::}f ;;;;gzgg :g;a
wacts) P e
[Singe \/ B ’ 2
T all o _— : [Ext Generation] Succese: D:fwork/Prywrdsersurist men 111
1 ‘} [[HEXF Generation]: :DONE 111 |
2 5
s [
al -
s v v
Command: | <] O Hex Send Clearsuf [ TimeTic Mode [Asci  ~| Save Clear
AT INEA ot M1 Baudcarer 118200 Stonfie 1 Dariy: v
1 [CCZ000004EEEEEC
2 :102100000200000000A00000601D00000040FF1F52
538 :10C1500000000000000000000000000000000000DF
3 :0C21100068BD00000C0400000008FF1F68
: 55000004rrErEc)  DOOUFHIMAN = 539  :10C16000000000000000000001FFO1FFO1FFO1FECF
sa0  [;oac170008100000032] boots]HFHIFRER M A
5  :10A000003868FF1FD540FF1F00000000000000005F _ st ] y .
6  :10A010000000000000000000000000000000000040 _ = -10210000030000000000i%%@%%ﬁ)\:%eonmw
7 :10R020000000000000000000000000000000000030 .45  .4451100008C001000C0400000008FF1F1CC40100DF
5 :10A030000000000000000000000000000000000020 _.4  ;08212000082700000000002068
9 :10R040000000000000000000000000000000000010 _,
10 :10R050000000000000000000000000000000000000 <45  ;7300000068400020D540FF1FDD40FF1FDF40FF1FTD
11 :10R0600000000000000000000000000000000000F0 545 .1000100000000000000000000000000000000000ED
12 :10R0700000000000000000000000000000000000E0 545  :10002000000000000000000000000000EL40FF1F91
13 :10R0800000000000000000000000000000000000D0 545 :100030000000000000000000E340FF1FES40FF1F3C
14 :10R0900000000000000000000000000000000000C0 555  :100040000000000000000000000000000000000080
15 :10R0AR0000000000000000000000000000000000080 =51 :1000500000000000000000000000000000000000R0
16 :10R0B00000000000000000000000000000000000R0 555 :100060000000000000000000000000000000000090
1 +10A0C0000348854€00F01CF2004800472956FF1F4A =55 :100070000000000000000000000000000000000080
1 :10R0D0003868FF1F0648804706480268064B1R4248 554 :100080000000000000000000000000000000000070
:10R0E0Q0001D106480047FEETFEETFEETFEETFEE790 555  :100090000000000000000000000000000000000060
:10RO0F000DD43FF1FASF0004001000000C140FF1F2A 55¢  :1000A0000000000000000000000000000000000050
:10A10000064C0125064E05EOE36807CC2B430C3CCA 557  :1000B0000000000000000000000000000000000040
:10A1100098471034B442F7D3FFF7DE6FFCCSCFF1F4B 552 :1000C0000348854600F04CFD00480047C5D2FF1FSD
:10A12000FC5CFF1F30B58C180278401C1307180F16 559  :1000D000684000200448804704480047FEETFEETES
24 :10R1300001D10378401C120906D10278401C03E0CE 560  :1000EQQQFEE7FEE7FEE7FEE7DS70FF1FC140FF1FFA

Note: The merge function of two hexfs can be triggered only if Boot_Loader_Merge is checked in
the configuration of setting->configuration. (Re-opening PhyPlusKit.exe requires re-checking the
settings)

B. Combine two .hexf files through the merge button on the HEX page (version V2.4.1a)

Note: The format of the firmware after MO must be .hexf. For details of the merge process
between .hex file and .hexf, see content 1. 1. Error message:

1) The HEX page does not load the firmware, click the merge button, Hint: The merge file is
empty.

2) The HEX page loads the firmware in .hex format, click the merge button, Hint: The merge file
is not valid.

3) The HEX page loads the firmware in .hexf format, without adding a composite file, click the
merge button, Hint: [HEXF Merge] Fail:+loaded file path

2.Two .hexf file synthesis steps

1) Load the application firmware .hexf file on the HEX page, and correspondingly modify the
RUN_ADDR of the firmware running, PHY6202--1FFF4000, PHY6212-1FFF4800.
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Bl PhyPluskit

File Edit Settings Help

Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW

Config | | Timeout [4000

PHY_fct_Mode Erase Size 512k | Address |

IMG \/ HEX \/ HEX Merge

[Mo  ~ [t_2.4.1a/Win32/Release/light1.hexfl| Merge FLA_ADDR 2000

[4] UART Setting

Save Clear

P Disconnect

Log

AutoCheck

Port COM12 - Baud Rate | 115200 | Stop Bits 1 .

parity [No ~

Update

kUN_ADDR 1FFF4000

Single \/ Batch

PATH SIZE

JLIL

ADDRESS

VALUE &l

Command: |

UART INFO: Port: COM12, Baudrate: 115200, StopBits: 1, Parity: No

v| O Hex

Send ClearBuf [ TimeTic

Mode ASCII -

Save

Clear

v2.4.1a

2) setting—configuration Set the Boot_Loader_Merge check box, after checking, click OK

File Edit

Flash_Writer ~RF_CMD ~ RF_QuickSet  Multi_FW £ UART Setting
) Port [COM12 - Baud Rate [115200 | stop Bits 1

Config | V‘ Timeout [4000 ‘ Save Clear

PHY_fct_Mode Erase Size 512k v Address | | Erase Write e FEEEs

MG \/ HEX \/ HEX Merge - Loa
B confi 7 X

MO ~|[t_2.4.13/Win32/Release/li

Flash Writer

RF Tools [ start Flash address 9000 Base Run address  1FFF4000

[ Flash Writer Enable AP Mode

[ Single \/ Batch \

PAT|

u B W N R
<

[ PHY_fct_Mode

Command:

e

3) Click the merge button to pop up the .hexf file that needs to be merged

Open File X
€« v 4 « work > Phywriter > v O | #=Phywriter" P
|m ST =~ M
= s . BREE s "
] 3D e PhywriterV1.0 2019/8/30 17:55 =
RES 2019/9/9 19:03 prat =S
B w2 [] ancs_At.hexf 2019/9/16 16:47 HEXF zf%
= 8R [7] ancs_A1_merge.hexf 2019/9/16 16:48 HEXF 2t
& o [ ancs_A2.hexf 2019/9/12 16:26 HEXF 32f
¥ = D bleController.hexf 2019/3/27 10:51 HEXF 324
=5 boot_Loader.hexf 2019/8/16 9:41 HEXF zf%
h E?
boot_Loader_PhyWriter.hexf 2019/7/1 10:54 HEXF 3244
W =E
. © || boot_Loader_PhyWriter1.hexf 2019/8/16 9:31 HEXF 325
= ’ [7] boot_Loader PhyWriter2.hexf 2019/7/1 9:51 HEXF 374
. R (D) 0 pomt : -
pwmlLight_2.hexf 2019/7/1 11:39 HEXF 374
- IS E) [) pwmLight_2m.hexf 2019/6/28 9:52 HEXF 3T#E v
A s v < >
IZ#Z(N]:“ boot_Loader_PhyWriter.hexf v ‘ | * hexf v I
37Q s

TT=T
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4) After clicking to open, the interface LOG prompts: [HEXF Merge] Success: + loaded firmware
path _merge.hexf

3.7.5. Preserve mode address segment retention and
erasure of multiple address segments

Since V2.3.84a, the Preserve mode is added to the Erase erase function, which can realize
the flash area reservation of a certain address segment and the direct erase function of
multiple specified address segments. The specific performance is as follows:

1. Preserve a address segment (Preserve)
A - Preserve mode selection and reserved address segment input (eg: 4000-12500 as

below)
[ PhyPluskit - >
dle Edit Settings Help
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW MUZRTfSetiing
) Port [COM21 - Baud Rate [ 115200 v|stopBits 1~ Parity No -
Config | | Timeout [4000 | Save Clear
. - Disconnect AutoCheck Update
Erase Size [Preserve v [|Address|/4000-12500 || Erse Write
e 2{RERHBAEE D
/MG \/HEX \/ HEX Merge \ 1atiniE = RN
- - Name: COM21
BO0H ‘ J Rojovs) =% Descripti licon Labs CP21@x USB to UART Bridge
wp | SR pErECT
e FLA_ADDR Current port: COM21
Current baudrate: 115200
= FLA_ADDR Current stopBits: 1
Current parity: No
M FLA_ADDR Serial opened!!
= FLA_ADDR TrsrrsarserssrssrrsErSESEREEIE
- - FLA_ADDR
ChipID/IV
PID[16] LID[10] TID[14] CheckID
MID[16] sID[08] wv[13] WriteID
MAC[6] HexX[XX-XX-XX-XX-XX-XX] WriteMAC
[ single \/"Batch \
TYPE PATH SIZE  ADDRESS VALUE A
1 >
2 -
3 S
4 -
5 > v

B. Pull high TM pin, reset the EVK
C. Click Erase button, erase all flash memory except the segment 4000-12500

File Edit Settings Help

Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW RARIStting
) Port |(COM21 - Baud Rate [115200 v|stopBits 1 < Parity No -
Config | Timeout (4000 ] Save Clear
) Disconnect AutoCheck Update
Erase Size [Preserve v| Address [4000-12500 | m Write
Log
/MG \/HEX \/ HEX Merge \
. = Name: COM21 ~
EEE [ J L 2T L= Description:Silicon Labs CP21@x USB to UART Bridge
APP - | = - Encrvot Manufacturer: Silicon Labs
- FLA_ADDR Current port: COM21
Current baudrate: 115200
e FLA_ADDR Current stopBits: 1

Current parity: No
Serial opened! !
Fexsrsrsrsrsrsees rexsrsrsrsrses
ART RX : cmd>>:

A FLA_ADDR send erase successfully!
- Receive #OK!

- FLA_ADDR
- FLA_ADDR

ChipID/IV rase successfully!
PID[16] LID(10] TID[14] CheckiD [pend erase successfullyy
Receive #ok!
Erase successfully!
MID[16; siojos V(13 i
1261 o8] 23] Hrtete bend erase successfully!
Receive #ok!
Erase successfully!
jsend erase successfully!

Single \/ Batch Receive #0K!

rase successfully!

MAC[6] HEX [ XX~ XX~ XX~ XX XX-XX] WriteMAC

end erase successfully!

>]

TYPE PATH SIZE ADDRESS VALUE -
eceive #OK!
1 - Erase successfully!
> - end erase successfully!
R i #0OK!
3 - [
end erase successfully!
4 v eceive #OK!
5 - v frase successfully!
end erase successfully!
&E:ei\le HOK! v
Command: | ~] O Hex Send ClearBuf [ TimeTic Mode |ASCII - Save Clear
2.Erase multiple address segments in preserve mode ( ie: 2000~5000,8000~12500)

Remarks: "," in the middle of multiple address segments must be input in English characters.
Only the flash content of the input multiple address segments will be erased
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3.7.6. PHY_fct_Mode feature

Starting from version V2.3.8b, PhyPlusKit supports FCT mode of PRBMDOO products. When
the chip enters FCT mode, it cannot read and write registers in the programming mode, which
can ensure the security of the program. The specific operation process is as follows:

There are two paths to specifically support the FCT mode:

1. The PHY_fct_Mode button on the main interface is convenient for users to click to enter
FCT mode at any time.

Steps:
a. Pull high TM pin > reset device/EVK > LOG returns UART RX : cmd>>:
b. Click PHY_fct_Mode button, LOG display :

a) ===PHY6212 ===
b) Send fct cmd successfully!

c. TMiisin a high state, reset the development board, log returns to UART RX : fct>>:
then enter FCT mode

Bl Phypluskit X
File Edit Settings Help
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW UART Setting
Port COM13 - Baud Rate | 115200 v | Stop Bits 1 v Parity No
Config | | Timeout [4000 ] Save Clear
/MG \/HEX \/ HEX Merge \ Log
soor  ~|| | No OTA - HexF
Serial port COM13 closed!!
APP Bl ] - - Encrypt | | | 11| [sessssssresarresnsisonsrosarres
Current port: COM13
hd FLA_ADDR Current baudrate: 115200
Current stopBits: 1
b FLA_ADDR Current parity: No
- FLA_ADDR Serial opened!!
- FLA_ADDR UART RX : cmd>>:
- === PHY6212 ===
- FLA_ADDR Send fct cmd successfully!
ChipID/1V UART RX @ fct>>:
PID[16] LID[10] TID[14] CheckID
MID[16] SID[08] w[13] WriteID
MAC[6] Hex [0t x-3x-xx-Xx] WriteMAC
Single \/ Batch
TYPE PATH SIZE  ADDRESS VALUE ~
3 B
2 >
3 -
4 S
5 M v
Command: ~| O Hex Send Clearsuf [ TimeTic Mode |ASCIT - Save Clear
UART INFO: Port: COM13, Baudrate: 115200, StopBits: 1, Parity: No V2.3.8¢]

2. Configure FCT mode through setting—configuration:
Steps

a. Click setting—configuration, enter the settings of the configuration file.
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ma oo

File Edit Settings Help

Bl configuration ? X

Flash Writer
RF Tools [ start Flash address 9000 Base Run address ~ 1FFF4000

[] Flash Writer Enable AP Mode

Od Boot_Loader_PhyWriter

Ermn]

2:
Cancel

Check the PHY_fct_Mode check box, click OK, this setting will always be saved
Pull hight TM pin, reset device or EVK, it returns : UART RX : cmd>>:

Click Erase button, erase process

Click the Write button to write the firmware, the chip will enter the programming
mode, and the log information will be printed and displayed. :

a) UART RX: #OK>>:
b)  Write fct cmd successfully!

At this point, the chip has entered the FCT mode, which can be verified by the reset
development board, it returns UART RX : fct>>:

Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW [ UART Setting
Port [COM21 - Baud Rate [115200 | stopBits 1~ parity No -
Config [ | Timeout [4000 ] Save Clear
PHY_fct_Mode Erase Size [512k | Address | | Ermse wite | Disconnect aacChecc e
/MG \/HEX \/ HEX Merge \ Log
Boor  ~ | | No OTA - HexF ~
JART RX : cmd>>:
APP ~ | [D:/work/test/test7/ancs.hex ] - - Encrypt end erase successfully!
eceive #OK!
A FLA_ADDR rase successfully!
hé FLA_ADDR Load AppHEX Done[-NO-ENC-]!
= IV BLOCK GEN [-NO-ENC-]
FLA_ADDR [hexPack]: 1FFF@80@ 4@c
- FLA_ADDR [hexPack]: 1FFF4800 92e4
[App HexPack el:
= - FLA_ADDR > T= ==
>> ---@x0001
ChipID/IvV *
PID[16] LID[10] TID[14] CheckID HEXF _Generation] S ess: D:/work/test/test7/ancs.hexf !!!
MID[16] SID[08] Iv[13.
(161 (o8] 1131 Ui Send cpnum successfully!
Receive #OK!
Hex [ XX~ XX~ XX~ XX~ XX~ W
MAC[6] e [ XX - XX~ XX~ XX~ XX~ XX] WriteMAC oo 55 STl
Single \/ Batch ==lirite hexf File [01/03]
TYPE PATH SIZE ~ ADDRESS VALUE A Lal [ AEEE 177 i TrEse
Receive image request!
1 v Send image successful! Waiting to receive checksum...
2 = Send checksum successfully!
UART RX ASCII: checksum is: @x0000054c
3 - #OK>>:
- Receive #OK!
4 Receive >>: successfull
5 > v X .
te hexf File [02/03] ===
Send cpbin successfully! v
Command: v| O Hex Send ClearBuf O TimeTic Mode |ASCII A Save Clear
JART INFO: Port: COM21, Baudrate: 115200, StopBits: 1, Parity: No v2.3.8b

3. Operation to exit FCT mode:

a)
b)
c)
d)

Erase Size is 512K

Click Erase button to erase flash

Reset EVK/device

Quit from fct mode, and it returns UART RX : cmd>>:

Note: PHY_fct_Mode mode currently only supports PRBMDOO chip products.
Method 1: It is convenient for users to quickly enter the FCT mode, click the button to trigger and
enter the FCT mode
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Mode 2: It is convenient for the user to use the FCT mode many times, and it can keep triggering
all the time. Note: Every time you reopen the software, you need to reconfigure the check to

keep triggering the FCT mode

3.7.7. Support external flash programming function

The main update function of V2.4.1a is to support the programming of external flash. (mainly for

PHY6202 products)

1. Write the boot file that supports external flash -- uartextf.hex file
Pull high TM pin, reset, Erase and then Write; after programming success, pull low TM pin,

reset, Log returns : UART RX : -boot-cmd>>:
B8 PhyPlusKit
File Edit Settings Help

Flash_writer RF_CMD  RF_QuickSet  Multi_FW

[4] UART Setting

Port COM12 - Baud Rate | 115200 | stop Bits 1 v Parity No

Disconnect AutoCheck Update

[HEXF Generation] Success: D:/work/kehu/external_flash/

ite hexf File [01/02]

UART RX ASCII: by hex mode:

Send image successful! Waiting to receive checksum...
Send checksum successfully!
UART RX ASCII: checksum is: @x000@059820K>>:

ite hexf File [02/02]
UART RX ASCII: by hex mode:

Send image successful! Waiting to receive checksum...
oun 11y

UART RX ASCII: checksum is: @x0@p46226%0K>>:

Write images successfully! -
Write registers successfully! 4

Config \ V\ Timeout \anuc \ Save Clear
PHY_fct_Mode Erase Size 512k | Address | ] Erase O]
- w >
/MG \/HEX \/ HEX Merge \ 2 og
BooT ] No OTA hd HexF [hexPack]: 1FFF@80@ 48c
= [hexPack]: 1FFF4000 6584
[APP ehu/external flash/uartexti(2).hex - Encrypt [App HexPack Size]: 2
— < FLA_ADDR 24
1 >>
= - FLA_ADDR
= e FLA_ADDR uartextf(2).hexf !!!
Send cpnum successfully!
- hd FLA_ADDR Receive #OK!
= = FLA_ADDR Receive >>: successful!
ChipID/IV
i Fully!
PID[16] LID[10] TID[14] CheckID ) D Oy
Receive image request!
MID[16] SID[08] 1v[13] WritelD
MACT6] Hex [0 X=X XX XXX ] WriteMAC
Receive #0K!
Receive >>: successfull
Single \/"Batch
TYPE PATH SIZE ADDRESS VALUE () Send cpbin successfully!
1 Receive image request!
2 -
3 -
4 v Receive #0K!
5 v v
UART RX : -boot-cmd>>:
Command: ~| O Hex send Clearguf

UART INFO: Port: COM12, Baudrate: 115200, StopBits: 1, Parity: No

2.External flash programming

[ TimeTic Mode | ASCII hd Save

Clear

v2.4.1a

IMG page: Double-click to load the *.bin file in Path; size is the size of the loaded file, which
is automatically generated; FLA_ADDR: The flash address of the external flash is based on
80000000, and the value can be increased by itself; RUN_ADDR: The value can be filled in

arbitrarily (also supports 1M baud rate for programming)

Bl ehypluskit
File Edit Settings Help

Flash_Writer RF_CMD  RF_QuickSet  Multi_FW

Config | | Timeout [4000 ] Save Clear

PHY_fct_Mode Erase Size 512k | Address | | Erase Write

IMG \/ HEX \/ HEX Merge \

[4] UART Setting

Port COM12 - Baud Rate | 115200 v | Stop Bits 1 v Parity No

Disconnect AutoCheck Update

Log

PATH 1 ~
Mo~ | D:/work/Phywriter/RES/a3.bin 53acl_ 80000000

Single \/ Batch

TYPE PATH SIZE ADDRESS VALUE )

O w N e
tl

Command: ~| O Hex Send Clearsuf

UART INFO: Port: COM12, Baudrate: 115200, StopBits: 1, Parity: No
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Send cpbin successfully!

UART RX ASCII: by hex mode:

Receive image request!

Send image successful! Waiting to receive checksum...
Send checksum successfully!

UART RX ASCII: checksum is: @x002b9@eb#0K>>:

Receive #OK!

Receive >>: successful!

Send cpbin successfully!

UART RX ASCII: by hex mode:

Receive image request!

Send image successful! Waiting to receive checksum...
Send checksum successfully!

UART RX ASCIT: checksum is: @x@@3c39c9#0K>>:

Receive #0K!

Receive >>: successfull

Send cpbin successfully!

UART RX ASCII: by hex mode:

Receive image request!

Send image successfull Waiting to receive checksum...
Send checksum successfully!

UART RX ASCII: checksum is: @x@@4c53994#0K>>:

Receive #0K!

Receive >>: successfull

Send cpbin successfully!

UART RX ASCII: by hex mode:

Receive image request!

Send image successful! Waiting to receive checksum...
Send checksum successfully!

UART RX ASCIT: checksum is: @x@@1327a9%0K>>:

Receive #0K!

Write images successfully!

Write registers successfully!

[ TimeTic Mode |ASCII v Save

Clear

V2.4.1:



3.7.8. Support single-wire programming function

One of the main update functions of the V2.4.2c version is to support the single-wire
programming function, and the P10 port is used to complete the transmission and reception of
data respectively.

One-line programming, TM = 0, need to send uart sequence connection through the tool
and enter programming mode, there are three main connection methods for single-line
programming: "UXTL16" "URC32M" “UDLL48". lllustrated as below:

- X
UART Setting
Port | COM14 ~ Baud Rate |UXTL16 |v Stop Bits ' 1 v | Parity No v
250000 ~
[ swu Connect 115200 %eck Update
76800
38400
Log
6 LN
URC3oM BEEET
Name: COM14 UDLL48
Description:USB Serial Por
Manufacturer: FTDI other v

Name: COM21
Description:CKLink Serial Port
Manufacturer: C-SKY MICROSYSTEMS CO., LTD

Note: The host computer is compatible with both single-line and dual-line programming
modes. The single-line and double-line distinction and data processing are performed by
checking the SWU control. When it is checked, it is the single-line processing mode, and the
default dual-line programming is not checked. choose.

UART Setting

Port COM14 ~ Baud Rate |UXTL16 ~ | Stop Bits |1 v  Parity No v

E SWUI [ Connect J AutoCheck Update

Taking "UXTTL16" as an example, the operation flow of single-wire programming is
introduced in detail.

The host computer continuously sends the command at 9600 baud rate, and captures
through reset or power-on again. After capturing cmd>>:, the connection is successful and
automatically switches to 115200 baud rate.

The detailed process and schematic diagram are as follows:

1. TMpulllow (TM=0)

2. Select the single-line connection method, check the SWU control, and click the connect
button to connect
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4.

i

Bl Phypluskit - a X
File Edit Settings Help
1 PR,
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW [ UART Setting
Port [COM14 ~| Baud Rate{[UxTL1d ~|fptopBits (1~ parity N0~
Config | ~| Timeout [4000 | Save Clear ‘ |
fet_Mode Erase Size [512k ] Address[ || Emse wite O LIS L0
2.29% 3.mhconnecti®d, AERRFhHTIERE
/MG \/HEX \/ HEX Merge \ W5 R
BOOT ~| | ] [No oA v Hexr Name: COM14
Description:USB Serial Port
e v | | OsecOauth |- v Encrypt Manufacturer: F
R FLA_ADDR Name: COM21
Description:CKLink Serial Port
— FLA_ADDR Manufacturer: C-SKY MICROSYSTEMS CO., LTD
rretbotecbebiosboimrsret ottt
S FLA_ADDR Current port: COM14
- - FLA_ADDR Current baudrate: 115200
- Current stopBits: 1
- - FLA_ADDR Current parity: No
ChipID/IV Serial opened!!
PID[16] LID[10] TID[14] CheckID Serial port COM14 closed!!
MID[16] SID[08] 1v[13] WriteID
MAC[S6] KEY[32] Hex[XX-XX-XX-XX-XX-Xx] WriteMAC
[Single \/ Batch \
] Lines [e.0. 1-5, 8 Repeat [J Reload
Command: | ~| O HEx Send ClearBuf O TimeTic Mode |ASCII - Save Clear
UART INFO: Not Connected v2.4.2c
T T
H - " n b f
3. Click connect to continuously send the "UXTL16" sequence at a baud rate of 9600
4 Bl phypluskit - o x A
File Edit Settings Help L
Flash_Writer ~ RF_CMD ~ RF_QuickSet  Multi_FW IUARTjSeting
Port [COMi4 | Baud Rate [UXTL16 ] stopBits (1 7| parity N0+
Config | ] Timeout [4000 ] Save. Clear
B e s pseess | Q= Wi Ow | Dsw Auochesk upie
(TG \/HEX \/ HEX Merge \ Log
[Boor ~| | [No OTA < ek S A ~
Current port: COM14
AP v | ]  OsecOauth |- v Encrypt Current baudrate: 9600
Current stopBits: 1
R FLA_ADDR ity: No
- - FLA_ADDR SRS E SRR SRS
-~ FLA_ADDR
- - FLA_ADDR
- - FLA_ADDR
ChipID,
PID[16] LID[10] TID[14] CheckID
MID[16] sID[08] v[13] WriteID
MACIS] KEY[32] Hex [0 06 x50 WriteMAC SRR RIS
Path | Repeat [ Reload
LA9600IRASERI%
/ UART TX ASCIT: UXTL16 v
Command: Send ClearBuf O TimeTic Mode |ASCII v Save Clear
[UART INFO: Port: COM14,|i 960( LKODBRS: 1, Parity: No Vv2.4.2¢c
T T
Reset development board, capture cmd>>:
4 Bl phyPluskit - o x p
File Edit Settings Help L
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW 1] UART Setting
port [COM14 - Baud Rate [115200 ] stopeits (1 © parity (N0~
Config ] Timeout [4000 ] Save Clear
fet_Mode Erase size [512k  |address| || Emse wite O Mswu s AutoCheckc U
/MG \/HEX \/ HEX Merge \ Log
[Boor +| | ] [No oA v Hexf UART TX ASCII: UXTL16 ~
UART TX ASCII: UXTL16
[ ]  OsecOauth [~ ~|  Encrypt UART TX ASCII: UXTL16
UART TX ASCIT: UXTL16
ET= FLA_ADDR UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
=] FLA_ADDR UART TX ASCIT: UXTL16
UART TX ASCII: UXTL16
B FLA_ADDR UART TX ASCIT: UXTLlS
E FLA_ADDR UART TX ASCII: UXTL16
- UART TX ASCII: UXTL16
— M FLA_ADDR UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
ChipID, UART TX ASCIT: UXTL16
PID[16] LID[10] TID[14] CheckID UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
MID[16] sID[08] (i3] WriteID UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
MAC[S] Kev(z2) Hex [0t 20c-0x-0-30x] WriteMAC UART TX ASCIT: UXTL16
UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
UART TX ASCII: UXTL16
] Lines [e.0. 1-5, 8 Repeat [] Reload UARTETXASCTT JUXTLLS
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Command: [ v] O Hex Send

UART INFO: Port: COMlA,Eaudrat 115200, LtapBits: 1, Parity: No

ClearBuf

UART TX ASCII: UXTL16
UART TX ASCII: UXTL16

resetf@iEEIcmd> > JSHIREEEE115200

: cmd>>:
Current port: CoMla

Serial opened!!

[ TimeTic Mode |ASCIT A Save Clear

V2.4.2¢
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5. Select the APP firmware to be programmed, erase first and then program. For details of the
programming process, please refer to Section 3.2

PhyPlusKit - [u] X
File Edit Settings Help
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW UARTSoting
port [COM14 - Baud Rate [115200 | stopBits (1 - parity [No
Config [ ] Timeout [4000 Save Clear
fet_Mode Erase Size [512k | Address Erase I wite | 0w M swy e (e UEED
1488 285
[1MG \/HEX \/ HEX Merge \ il Log
= = CrrenT parItyT ™
001 | \ o o7 .
PP +| Kit_2.4.2c_V1.0.5/Win3 _A2hex|  [Jsec O Auth |- v Encrypt o
- FLA_ADDR
- FLA_ADDR =
Load AppHEx Done[-NO-ENC-]!
~ FLA_ADDR IV BLOCK GEN [-NO-ENC-1
[hexPack]: 1FFFesee 4oc
- FLA_ADDR [hexPack]: 1FFF4800 SacE
[App HexPack Sizel: 2
E—— FLA_ADDR 5 a00
ChipID/IV > ap
PID[16] Lofz0] TID[14] CheckiD [HEXF Generation] Success: D:/Proj/GUITool/PhyPlusKit_2.4.2c_V1.0.5/
Win32/Release/ancs_A2.hexf 11!
MID[16] sID[os) v[13] WriteID Send cpnum successFully!
Receive #0K!
Macts] Keviz2) Hex [oc0c-0x-30-0-30x] WriteMAC Receive >>: successfull
= =Write hexf File [@1/@3]=:
Single Batch Send cpbin successfully!
UART RX ASCII: by hex mode:
Path |  Lines [e.0. 1-5, 8 Repeat [] Reload Receive image request!
Send image successfull Waiting to receive checksum...
Send checksum successfully!
UART RX ASCII: checksum is: @x800105f1#0K>>:
Receive #0K!
Receive >>: successfull
= =Write hexf File [02/@3]=:
pbin successfully!
UART RX ASCII: by hex mode: .
Command: [ ~| O Hex Send ClearBuf [ TimeTic Mode | ASCI v Save Clear
UART INFO: Port: COM14, Baudrate: 115200, StopBits: 1, Parity: No v2.4.2c

The above is the whole process of single-line programming, which mainly includes two steps:
connection and programming.

Considering the different flash programming speeds, the kit tool also supports 8k alignment
programming mode, which can be selected through the LW control and can be programmed in 8k
alignment mode by checking. For details, see the following figure:

B3 Phypluskit
File Edit Settings Help

[ UART setting
Port [COM14 ~ BaudRate [115200 | StopBits [1 - Parity No

M swu Disconnect AutoCheck Update

Flash_Writer ~ RF_CMD ~ RF_QuickSet ~ Multi_FW

Config [ ] Timeout [4000 ] Save Clear

fet_Mode. Erase Size Address[ | Erase Write
/MG \/HEX \/ HEX Merge \ BkyIFRYSHET RSt Log

URRT KX RSCITT Dy TiEX WoueT =
8oor ~] | J No[OmAl i e Receive image request!
- = Send image successful! Waiting to receive checksum...
APP [Kit_2.4.2c_v1.0.5/Win32, _A2.hex|  [Jsec [ auth |- Encrypt o) (O e e
= FLA_ADDR UART RX ASCII: checksum is: @x8@0105f1#0K>>:
= Receive #0K!

B FLA_ADDR Receive >>: successfull

- FLA_ADDR - Siirite hexf File [02/03]=
Send cpbin successfully!
- FLA_ADDR UART RX ASCII: by hex mode:
Receive inage request!
S FLA_ADDR Send image successful! Waiting to receive checksum...
ChipID/Iv Send checksun successfully!
UART RX ASCII: checksum is: @x@0@DGG1080K>>:
PID[16] Lf10] TID[14] Checkid e
Send cpbin successfully!
MID[16] siofos] 1v15] writelD UART RX ASCII: by hex mode: SKIFHRS
Receive image request! ’
MACI6] Kevis2] [ R m— WriteMAC Send image successful! Waiting to receive checksum...
Send checksun successfully!
UART RX ASCII: checksum is: @x@0@DG2FOSOK>>:
[Single \/ Batch \ Receive #0K
Send cpbin successfully!
Path [  Lines [c.0. 15,8 Repeat (] Reload UART RX ASCII: by hex mode:
Receive image request!
Send imege successful!l Waiting to receive checksum...
Send checksun successfully!
UART RX ASCII: checksum is: @x@0@balfbsOK>>:
Receive %okt
Send cpbin successfully!
UART RX ASCII: by hex mode:
Receive image request!
T TreEe TWATEINg 0 TECeIvE CheckEumT T

Command: | ~| O Hex Send ClearBuf [ TimeTic Mode |ASCII - Save Clear

UART INFO: Port: COM14, Baudrate: 115200, StopBits: 1, Parity: No v2.4.2¢

3.7.9. Security boot

After the V2.4.5a version, another function updated by PhyPlusKit is the security boot
function, which supports the encrypted boot module function, encrypts the image partition data
of the application firmware according to the aes_ccm algorithm, and adopts the secure boot
mode. This function module is mainly supported in the SEC_MIC mode selected in the following
figure. Select the corresponding SEC_MIC form to use the security boot function. The specific
selection is as follows:
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[ IMG \/ HEX \/ HEX Merge \

BOOT ~ | | | N0 oTA v Hex16 HexF

APP ~ l ||:| SeC [J auth [J OTA |-- v Encrypt
ENC_IV

= v CHIP_ID

R
R
- - FLA_ADDR
- FLA_ADDR

When the SEC_MIC control mode is selected, the IV and Key edit boxes are in editable typing

state.
B Phyplosc - o

Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW [ vart 9

Config | | Timeout [4000 ] Save Clear Log

fet_Mod 512k v — & Wit w
:_Mode Erase Size Address rase ite. [m] T @G

Description:Silicon Labs CP21@x USB to UART Bridge

/MG \/"HEX\/ HEX Merge \ Manufacturer: Silicon Labs
BooT ~| | |[No oTA - Hex16 HexF
Description:Virtual Serial Port (Eltima Softwate)
ap -] |0 sec O auth O ota|sec_mic + || encrypt = e
o FLA_ADDR
ual Serial Port (Eltima Softwate)
= FLA_ADDR
= FLA_ADDR
< FLA_ADDR
- FLA_ADDR

ChipID/1V
PID[16] LID[10] / TID[14] ’ CheckID
MID[16] sipfog] |xv[13] WriteID

MAC[6] |kevitsa) kevatsar | —none— WriteMAC
Single \/ Batch
Path | | Lines [e.0. 1-5, 8 | Repeat[J Reload Genkey
Command: [ ~| O Hex Send ClearBuf [ TimeTic Mode |ASCII - Save Clear
UART INFO: Not Connected v2.4.5d

First, the customer is required to provide a series of flash key and efuse key combinations to
generate g_sec_key for encryption, that is, the corresponding key to the KEY1[32] position in the
figure. The specific operations are as follows:

1. The generation method of security boot encrypted g_sec_key is as follows:
a) Double-click to load the *.key.csv file on the Batch page (be careful to import
the .key.csv file type, otherwise an error will be reported)
b) Correspondingly display the provided flash key and other content, as shown below:
("Single \/ Batch \

1|
Path fDesktop/secure_key.key.csvILines [e,g. 1-5,8 ] Repeat [] Reload GenKey
Current line number: 2 o)
NO. 1 Name: sec_key, Addr: 02888, End: M, Val: 1234567813151719

NO. 2 Name: sec_plaintext, Addr: ©281@, End: M, Val: e987c7b41754a06@d34a62853cb23ded

NO. 3 Name: iv, Addr: 2838, End: M, Val: 38363334373835323731343536303030

NO. 4 Name: ota_sec_key, Addr: 82988, End: M, Val: 817e9014a7471cb6

NO. 5 Name: ota_plaintext, Addr: ©291@, End: M, Val: 3b92b5882ae845586c8d7c2086d6eacd v

b. Click the GenKey button, and the *.sec.csv file processed by the currently displayed flash
key will be generated correspondingly, and the data of the corresponding line (*.sec.csv
file) can be generated according to the Lines value filled in.
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B prypluskit
File Edt Settings Help

Flash_Writer | RE_CMD  RF_QuickSet  Multi_FW. [LARARS =S e
port [G0M6 7] Baud Rate (115200 ] stop Bits [117117 ity 617
config[ <] Timeout [1000 ] s eor
et ode erase size [512k ] aadress [ | (WEaas wie ) Owv Oswu o AutoCheck Update
[\ [FEX\ FER Werge Log
soor <] | sgienorcr | Weds | wew
APP v O sec O auth (] oTA | L2 Encrypt
= FLa_Ao0R
5 FLa_AooR
= FLA_Ao0R
S FLA_A00R
E— FLA_ADOR
ChipID/IV-
Pioti6) uptio) o) Checkio
MID[16) SID[08) IV[13] ---NONE--- WriteID
nacte] ke [none evafaz) | NONE wrieiac
Single \/ Batch
csv|[Lines (1 Repeat (4 Reload Genkey
L T —
i 62810, End M, Val: 305205853aeASS8COdTc20RGdSeaco
i aiase, nds o 36553 ToA e 05056
., i 62908, “Endi h, Vel S17e56i4ure7icoe
o, R oz, Ena: w, Va1

] O Hex Send Clearsuf [ TimeTic Mode |ASCII = Save Clear

UART INFO: Port: COM16, Baudrate: 115200, Stopsits: 1, Parity: No v2.4.5d

2. Security boot hexf merge process

a. Select SEC_MIC mode

b. SEC control selection (AUTH control is only used for PHY6220 series products, only
used to encrypt and decrypt image info in bootloader)

C. Inthe Batch page, double-click to select the *.sec.csv file generated by GenKey in
1)

d. Click the HexF button (Note: when the uart is not connected, it will be generated
according to the corresponding chip model; after connecting the uart, it must be

in the burning mode, that is, cmd>>: mode, and click the HexF button to correctly
generate, see 3.7.2 for details)

~_ o 1
Settings Help t
. ¢
Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW £ UART Setting |
Port [COM16 ~| Baud Rate 115200 ] stopits 1~ Parity [N ~|
Config [bbb_ota_yi | Timeout 4000 ] save Clear i
fet_Mode Erase Size [512k | Address Erase wite 0w Llswy S (UEE=S (i i
[TMG \/FEX\/ FEX Merge \ A.5iHexF Lo |
soor-|[ jNoom - Hexts Hexr 1
AP~ | [ble_peripheral/pwmLight/bin/pwmLight.hex |E4 SEC | ] Auth [J OTA| SEC_MIC v' Encrypt I'
Start Hex Encrypt......
- - . . FLA_ADDR The HEX file has 3 parts. Last modified: 2020-11-26 10:25:59 |
S 2/A3ESEC 1.@7§5EC_M\C%§YFQM ADDR 1V:8634785271456
- FLA_ADDR
- FLA_ADDR /g >_sdk_xin_yi, _peripheral/punlight/
- bin/punLight .hexe
= o FLA_ADDR AES ENC DONE->#0 size=06794
AES ENC DONE->#1 size=podoc
ChipIo/1 AES ENC DONE->#2 size=04700
PID[16] Lof10] TID[14] Checkip Load AppHEX Don:
1V BLOCK GEN [O
wiD{16] sioros) 1137 [8634785271456 write1d [hexPack]: 11620000 6754 1
[XIP HexPack Size]: 1 i
MACIS] ORN1[32] |c324f128ccc71d8| KEY2(32 NONE: WriteMAC [hexPack]: 1FFFO@00 40c
el seciogilazl 2 = thexPack]: 1FFF1538 4700
[App HexPack Size]: 2
et 5> BOOT=—=-===-0x11062000- -~ 0x11002136========
Single \/' Batch 3 3567%* sec.csvITHF & rt
Ipath [Desktop/secure_key.sec.csv|[Lines [1 Repeat [ Reload Genkey o 1020000~ ot
~ The App Hex File Last modified: 2020-11-26 10:25:50
NO. 1 Mame:  sec_key, Addr: 02808, End: M, Val: a7471cb68179014
NO. 2 Name: sec_plaintext, Addr: 02810, End: M, Val: 3092b58822e845586c0d7c2086d6eaco . . o
NO. 3 Name: sec_mic, Addr: 02820, End: M, Val: e907c7b417542060d34a62853cb23de8 [HEXF Generation] Succ /gitroot/bbb_sdk_xin_yi/example/
NO. 4 Mame: iv, Addr: 62830, End: M, Val: 36363334373835323731343536303630 ble_peripheral /pumligh Light.hext t1!
NO. 5 Name: g sec_key, Addr: OFFF0, End: M, Val: ceds0Gbbdses22darc324f125ccc7lds [HERF Generation]: :DON
v
Command: | ~| O Hex Send ClearBuf [ TimeTic Mode |ASCIL - Save Clear
UART INFO: Not Connected ) v2.4.5d

The values in KEY1[32] and IV[13] are keyed by parsing the *.sec.csv file and do not need to
be entered manually.

3. PhyPlusKit programming process

In addition to the .hexf ciphertext generated by the above configuration, Security boot
programming also needs to program the efuse key corresponding to the encrypted g_sec_key
key. The specific operations are as follows:
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B PhyPluskit

- o x
File Edit Settings Help
Flash_Writer ~ RF_CMD  RF_QuickSet  Multi_FW UART Setting
Port COM16 - Baud Rate | 115200 | Stop Bits |1 ~ Parity No
Config [bbb_ota_yi ] Timeout (4000 ] Save Clear
et ode rase size (512 ] adaress [ ] Emse ) e Ouw L Autacheck L
™G HEX Merge o0
MO v i ight.hexf || Merge  FLA_ADDR 2000 RUN_ADDR [1FFF4800 | UartRun UART RX ASCIT: checksum is: @x000011a640K>> ~
d Receive #0K!
The HEX Flash file has 9 parts. Last modified: 2020-11-26 20:21:41 Receive >>: successfull
NO.1  Flash_Addr: ©x11002000, Size: 00160 =Write hexf File [07/09]====:
NO.2  Flash_Addr: ©x1100280@, Size: 00130
NO.3  Flash_Addr: ©x1108A20@, Size: 06000
NO.4  Flash_Addr: ©x1101000@, Size: @02(4 Receive image request!
NO.5  Flash_Addr: ©x1100500@, Size: @450C Send image successful! Waiting to receive checksum...
NO.6  Flash_Addr: ©x11003000, Size: 00060 Send checksum successfully!
NO.7  Flash_Addr: ©x1101100@, Size: @4B1C UART RX ASCII: checksum is: @x@@258265%0K>>
NO.8  Flash_Addr: ©x11020000, Size: 04000 Receive #OK!
NO.9  Flash_Addr: ©x11024000, Size: @2F94 Receive >>: successfull
<irite hexf File [08/09]===
successfully!
UART RX ASCIT: by hex mode
Receive image request!
iting to receive checksum...
Single Batch
[} D!
Path :_wr.csv | Lines |1 Repeat 4 Reload GenKey - hexf File [89/69]-cc
e . Send cpbin successfully!
R UART RX ASCII: by hex mode
NO. 1 Name:  efuseo, Addr: FFFFFFO, End: K, Val: 8765432111223344 (D o e i N
NO. 2 Name:  efusel, Addr: FFFFFFO1, End: K, Val: §765432111223344 s
Send checksum successfully!
UART RX ASCII: checksum is: @x@@11df55#0K>>:
Receive #OK!
Write images successfully!
Send efuse write ful v
Command: | write4004 55660000 v‘ O Hex Send ClearBuf [ TimeTic Mode |ASCIT 4 Save Clear
UART INFO: Port: COM16, Baudrate: 115200, StopBits: 1, Parity: No v2.4.5d

After the programming is successful, power on again to complete the safe boot steps
The offline programmer needs to provide the hexf file generated in the above step 2)
and the triple csv file of the corresponding efuse key.

3.7.10. Retain Erase Mode for HEXF Parsing

Since V2.4.5a, the HEXF erasing mode is added to the Erase erasing function. By analyzing
the content of the hexf file that needs to be written to the flash, it can selectively erase the
address segment of the flash that needs to be written, and the remaining locations are not
erased. Operation, the specific operation steps are as follows:

1. Select the corresponding hexf file to be parsed. Note that it must be a hexf file, and the
flash address can be correctly parsed. If there is no selection, there will be a
corresponding prompt. If the format is wrong, the erasing method will not take effect.

2. Select the erasure method of HEXF parsing

3. Click the Write button to erase and write operations. Note that there is no need to
manually click the erase button here, just click the Write button.

2 TG71XX Programmer

File Edit Settings Help

Flash_Writer ~RF_CMD  RF_QuickSet  Multi_FW [ UART Setting

Confi [ ‘T ut‘4000 ] = a Port COM14 - Baud Rate | 115200 v | Stop Bits 1 v Parity No v
onfig <] Timeo =
fet_Mode (Read [ | Erase sicf [HEXF < ]|address | | == Disconnect Autocheck Update

G \/ HEX 2B AHEXFREHT T 3 EEAmwite RIS SIRE
frsces Rifrfhexf3 (4
) { bl_image_fdffsua_zozuw301A12.hexf\}LA_AD ot RUN_ADDR [1FFF4000 Current port: COM14 )
Current baudrate: 11520
The HEX Flash file has 8 parts. Last modified: 2019-12-@9 18:32:53 Current stopBits: 1
Current parity: No
NO.1 Flash_Addr: @x11002100, Size: @010 Serdal opened!l
NO.2 Flash_Addr: ©x11005000, Size: 02000 s e R R R R R R SRR EE
NO.3 Flash_Addr: @x11009000, Size: 84610 UART RX :
NO.4  Flash_Addr: ©x11611000, Size: 00400 )
NO.5 Flash_Addr: @x1101200@, Size: @E@@@ Start Erase...
NO.6 Flash_Addr: ©x11020000, Size: 01974 Erase successfully!
NO.7 Flash_Addr: ©x11032000, Size: @E@@Q T%end cpnum successTully!
NO.8 Flash_Addr: ©x11040000, Size: @3@AC Receive #OK!
Receive >>: successful!
== ====Write hexf File [01/08]============
Send cpbin successfully!
UART RX ASCII:by hex mode:
Single \/ Batch Receive image request! )
Send image successful! Waiting to receive checksum...
path [ | Lines [e.0. 15, & Repeat (] Reload Send checksum successfully!

UART RX ASCII:checksum is: @x@0@@0285#0K>>

mac[ ] Secret_Key | Receive #OK!

Receive >>: successfull

====Write hexf File [02/@8]============

Send cpbin successfully!

UART RX ASCII:by hex mode:

Receive image request!

Send image successful! Waiting to receive checksum...

Send checksum successfully!

UART RX ASCIT:checksum is: @x@@1d1ff850K>>

Receive #OK! v

Command: v| O Hex Send ClearBuf [ TimeTic Mode |ASCI A Save Clear

% UART INFO: Port: COM14, Baudrate: 115200, StopBits: 1, Parity: No v2.4.a

The specific operation process is shown in the figure above. There will be prompts for erasing
operations such as Start erase... in the log area.
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